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83% of breaches involved External
actors (n=51

human element, with people
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77) being involved either via Error,
Privilege Misuse, Use of stolen
credentials or Social Engineering.
83% of breaches involved External
74% of breaches involved a human element actors, and the primary motivation for
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attacks continues to be overwhelmingly
Phishing financially driven, at 95% of breaches.
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Figure 6. Select key enumerations Figure 7. Select enumerations in
non-Error, non-Misuse breaches
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2023 Verizon Data Breach Investigations Report
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MPOBJIEMbI TPAANLMUOHHBLIX MFA-PELLEHUA

TouveyHas NHTErpaund B LeeBble CMCTEMDbI

OTcyTCTBVIe BOSMOXXHOCTU MHTETPaLn
B HEKOTOPbIE CUCTEMDbI U CLUEHAPWNN

Heo6xo04MMOCTb MPUMEHATH HECKOBKO
NPOAYKTOB

AKLIEHT Ha NoMb30BaTeNlbCKue adKKayHTbI

HeBO3MOXXHOCTb NMOCTPOEHUSA eANHOW
NONINTUKM afanTUBHOM ayTEHTUDMKALIAN
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PELLEHUE - INDEED ITDR

ApanTtuBHas nnaTdopma MHOrodakTopHas
ayTeHTUMOMKaLMN, LIEHTPaANN30BaHHO MHTErpupyemMas
B KOPMOPAaTUBHYHO CETb 1 06/1a4Hble PECYPChI

He TpebyeT namMeHeHnin Ha paboumnx CTaHLMsAX

He TpebyeT yCTaHOBKM NPOKCK-CEPBEPOB

He TpebyeT n3MeHeHN Ha cepBepax NpUIOXKEHNI

[1pOTMBOAENCTBYET MHOIMMM U3BECTHbIM aTakam
Ha YYeTHble AaHHblE
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OETEKT U PEATUPOBAHUE HA ATAKW

bes O6OI'aLLI,eHl/|F| OT APYIMX NCTOHYHMNKOB AaHHbIX CUCTEMa MOXXET BbIABIATb
OONbLUNHCTBO M3BECTHbIX aTak Ha YYE€THbIE AaHHblE N pearnpoBaTb Ha HNX.
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TEOPETUYECKUUA MAKCUMYM MHOOPMALLNA

Date & Time Protocol
> Jul 21 2023 10:08:46 Kerberos
> Jul 21 2023 10:08:46 Kerberos
v Jul 21202310:08:45 Kerberos

Domain Controller: dc.indeed.demo

> Jul21202310:08:44 LDAP

> Jul 212023 09:51:28 Kerberos

Account Name

6 amservice
& amservice
€ amservice

service: krbtgt/INDEED

£, user2

@& AM$

Status

Access Granted

Access Granted

Access Denied

Reason: Native Protocol Response KDC_ERR_PREAUTH_REQUIRED [25]

Access Denied

Access Granted

Source Endpoint

(10.10.215.2

&= AM

IP Address

10.15.3.15

10.15.3.15

10.15.3.15

10.10.215.2

10.15.3.15

Destination

 DC

% DC

N/A
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127.0.0.1:5001insights/ew

Androy Laoptev
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