Anekcewn Jlykaukun
Bu3Hec-KOHCYNbTaHT MO 6e30MacHOCTI

MOHNTOPUHI aTak
Ha|oT noapsaavYnKoB

UTo 6paTb Mo KOHTPOSb Ha nNpuMmepe
peanbHbIX KENCOB



Who am I?

Bn3HeCc-KOHCYIbTaHT NO 6e30nNacHOCTN
B Positive Technologies

MepBbin SOC cTtpoun B 1999-m B YKkpanHe

NMpoekTunposan n ayanposan SOCwu
B PUUHAHCOBOM, SHEepreTn4yeckom,
HEPTAHOM, TENIEKOMMYHUKALNOHHOM,

T, rocynapcTBEeHHOM CceKTopax,
a TalKKe pns cneucnyxoé - B Poccun,
ctpaHax CHIr u BocTtouHoun EBponbi

YyacTtBoBan B NOCTPOEHUMN
rocypapctBeHHbIXx CDC B ctpaHax CHIT



3alunTa uenovek

NMNOCTaBOK

YnpasneHne 3alyLLeHHON
KoHourypauwmen 10O

[MpenoTBpalleHne nnu
OOHapyXeHne NogMeHbl
KPUTNYECKNX KOMMOHEHTOB

«besonacHble» s3blku
BesonacHad paspaboTka
Supply Chain Red Teaming
[loBepeHHas gocTaBka

YcuneHHble mexaHn3mbl
OOCTaBKW

TpPEeKNHroBble METKM

KOHTpOsb «pogocnoBHOM» MO

BCeW Luernoyke nocrtaBok
Cknapg 3anyacTen
MHOXeCcTBO NOCTaBLLMKOB

[loBepeHHble NOCTaBLUMKN
AHOHNMHOCTb 3aKyMKW

TepmanbHbii -
SMIEKTPOMArHUTHbIN aHann3

OrpaHuyeHne ceTeBoro
Tpaduka

BunsyanbHas nHcnekuuns
Kpuntorpadung

BuanmocTb Lenoukn
MNOCTaBKW

[loBepue Kk nepcoHany
BesonacHOCTb O6HOBNEHNN
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Yrposbl OT NOAPSAYNKOB

BHepgpeHmne nporpaMmHbIX 3ak/1agok
[loameHa nporpamMmmMHbIX KOMMNOHEHTOB

KomnpomeTauunsa cuctembl yaaneHHoro
yrpaBneHns

KomnpomeTauus canTtoB NoapsaumnKkoB
AnnapaTHble NMMIaHTbI
[NogmeHa annapaTHbIX KOMMOHEHTOB

HC/[L co cTOpOHbI COTPYOHNKOB
nogpsaoymKa !




He BCce MO)XHO nerko o6HapyXuTb a
AnnapaTHble MMMNJ1aHTDbI

YcTaHoOBKa OONOAHNTENbHOIO Ymna
N MWKPOKOHTpPOJ1Iepa Ha nnarte
MmapLipyTmnsaTtopa Cisco

BbinosiHeHWe pacLUnpPeHHOro
PYHKLKWOHana

BHenpeHne BpenoHocHoro 10 B
NamMmsaTb MapLUpPyTN3aTopa
O6xoa, NMNUEH3NOHHbIX MPOBEPOK

Bo3MOXHOCTb paboThl
0OMNONHUTENBHOrO Ynna

©
ele




TOP SECRET//COMINT//REL TO USA, FVEY

JETPLOW

ANT Product Data

(TS/ISIIREL) JETPLOW is a firmware persistence implant for Cisco PIX Series and
ASA (Adaptive Security Appliance) firewalls. It persists DNT's BANANAGLEE 06/24/08
software implant. JETPLOW also has a persistent back-door capability.

Command, Control, and Data Exfiltration using
DNT Implant Communications Protocol (typical) Remote Operations Center

Typical Target
Firewall or Router

MPU | CPU
Operating System

(TSISIIREL) JETPLOW Persistence Implant Concept of Operations . o . .

(TS/ISI/IREL) JETPLOW is a firmware persistence implant for Cisco PIX Series and o . ..
ASA (Adaptive Security Appliance) firewalls. It persists DNT's BANANAGLEE

software implant and modifies the Cisco firewall's operating system (OS) at boot

time. If BANANAGLEE support is not available for the booting operating system, it . ..
can install a Persistent Backdoor (PBD) designed to work with BANANAGLEE's

communications structure, so that full access can be reacquired at a later time . .
JETPLOW works on Cisco's 500-series PIX firewalls, as well as most ASA firewalls

(5505, 5510, 5520, 5540, 5550)

(TS/SI/REL) A typical JETPLOW deployment on a target firewall with an exfiltration
path to the Remote Operations Center (ROC) is shown above. JETPLOW is
remotely upgradeable and is also remotely installable provided BANANAGLEE is
already on the firewall of interest.

Status: (C//REL) Released. Has been widely deployed. Current Unit Cost: $0
availability restricted based on OS version (inquire for details)

Poc: I S32222, . . Derived From: NSAICSSM 152

Dated: 20070108
Declassify On: 20320108

TOP SECRET//COMINT//REL TO USA, FVEY

TOP SECRET//COMINT/REL TO USA, FVEY

HEADWATER
ANT Product Data

(TS/SI/IREL) HEADWATER is a Persistent Backdoor (PBD) software implant for
selected Huawei routers. The implant will enable covert functions to be remotely

executed within the router via an Internet connection 06/24/08

Command, Control, and Data Exfiltration using
DNT Implant Communications Protocol (typical)

Typical Target
Firewall or Router

MPU / CPU

(TSUSIIREL) HEADWATER Persistence Implant Concept of Operations . ‘ 0 .

(TS//S1//REL) HEADWATER PBD implant will be transferred remotely over . 0..
the Internet to the selected target router by Remote Operations Center

(ROC) personnel. After the transfer process is complete, the PBD will be ...
installed in the router’s boot ROM via an upgrade command. The PBD will

then be activated after a system reboot. Once activated, the ROC ..
operators will be able to use DNT's HAMMERMILL Insertion Tool (HIT) to

control the PBD as it captures and examines all IP packets passing through

the host router.

(TS//S1//REL) HEADWATER is the cover term for the PBD for Huawei
Technologies routers. PBD has been adopted for use in the joint NSA/CIA
effort to exploit Huawei network equipment. (The cover name for this joint
project is TURBOPANDA.)

Status: (U/FOUO) On the shelf ready for deployment.

poc: I S+2222 I W

Derived From: NSAICSSM 1.52
Dated: 20070108
Declassify On: 20320108

TOP SECRET//COMINT/REL TO USA, FVEY

June 2010

(U) Stealthy Techniques Can Crack Some of SIGINT’s
Hardest Targets

By: (U/FOUO) IR, Chicf, Access and Target Development (S3261)

(TS//SI//NF) Not all SIGINT tradecraft involves accessing signals and
networks from thousands of miles away... In fact, sometimes it is very
hands-on (literally!). Here’s how it works: shipments of computer network
devices (servers, routers, etc.) being delive: argets throughout the world are
intercepted. Next, they are redirected to a secret location where Tailored Access
Operations/Access Operations (AO ~ $326) employees, with the support of the Remote
Operations Center (S321), enable the installation of beacon implants directly into our
targets’ electronic devices. These devices are then re-packaged and placed back into
transit to the original destination. All of this happens with the support of Intelligence
Community partners and the technical wizards in TAO

(TS//SVINF) Such operations involving supply-chain interdiction are some of the most
productive operations in TAO, because they pre-position access points into hard target
networks around the world

(TS/SVINF) Left: Intercepted packages are opened carefully; Right: A “load station”
implants a beacon

(TS//SV/NF) In one recent case, after several months a beacon implanted through supply-
chain interdiction called back to the NSA covert infrastructure. This call back provided
us access 10 further exploit the device and survey the network. Upon initiating the survey,
SIGINT analysts from TAO/Requirements & Targeting determined that the implanted
device was providing even greater accesses than we had hoped: We knew the devices

were bound for the Syrian Telecommunications Establishment (STE) to be used as part of
their internet backbone, but what we did not know was that STE's GSM (cellular)




3Han cBoero noapsavnka

[TocTaBwukin 1O n xenesa

Pa3paboTunkin NCronb3yemMblX
6N6INOTEK NN KOMIMOHEHTOB

XOCTNHIr-NpoBangepbl

[MpoBangepbl MSP / MSSP / MDR /
SOC

NT/OT-nHTerpaTtopsl
[Moopagunkn (K+...)




CMOTpUTE Ha BCIO LLEMOYKY

sy B ofo o ass

3anyactn Co6opka  XpaHe

mmm»

ocTaBka [MapTHepbI MNoTpebuTtens

IcnblTaTenbHble
naéopatopunm

[Tpouenypa Npon3BoOACTBa U NOCTaBKN 060pyaAoBaHNS (MprMep)



MpuoputnsnpynTte

Pasmep noxopa
[ocTyn K BaXXHbIM/LLeHHbIM AaHHbIM

O6beM OaHHbIX 1 YNCNO Y3M0B, K
KOTOPbIM MOoapsaaunK MeeT OoCTyn

MoxeT nun nogpgag4ynk ctaTb
NPUYNHON Ballewn KomnpomeTtaunn?

[TonpobyuTte Impact Analysis Tool
for Interdependent Cyber Supply
Chain Risks

tps://nvipubs.nist.gov/nistpubs/ir/2020/NIST.IR.8272.pdf



OueHka naowann atakiu

/IHBEHTapun3aung BCex CBONX
aKTNBOB

PeryndapHoe ckaHnpoBaHmne
OTKPbITbIX MOPTOB N TPEHO0BbIX
VA3BUMOCTEWN Ha NepumeTpe
NoapaaunKoB (COrnacHoO oorosopa)

UTo penatb ¢ cybnogpsagymnkammn?




NHankaTopbl

dannosble (Xewn n nmeHa eannos)
CeTeBble (IP, nmeHa npomeHoOB)

[ToBepeH4Yeckmne (HeETUMNYHbIN
TPaduK NN CUCTEMHAZ aKTBHOCTD)

ApTedakTbl (Koun peecTpa,
KOHIUrn, ceptTndunkaTbl)
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CeTeBble nHAUKaATOPDI

HeTunnyHbin Tpadunk B CTOPOHY
nogpsgynka

[TpeBbllLUeHne TUNMNYHOro 06bEMA
0aHHbIX

['1O nogpsgumka KOMMYHULMPYET C
n3BecTHbiMn C2-cepBepamu nnn
HeTunu4yHbIMK IP / pomeHamn /
reonokaunsamm

CKaHNpoBaHWe CO CTOPOHDI
nogpsaymnka




[loBepeH4Yeckune
NMHAUKaTOPDbI

[oCTyn K HETUMWNYHBIM y31aM NIn
O0aHHbIM B MHPPAaCTPYKTYpe

[loBblLIEHVE NPUBUNErNIA

[locTyn B HETUMNYHOE BPeEMS

HeynoayHble NonbITKY
ayTeHTUpMKaumm

HeTnnmnyHblie mecTa BXoaa

14



dannoBble NHANKATOPDI

HecooTBeTCcTBME XeLla cKayaHHOro /
Nosly4eHHOoro gawnna aTaIoOHHOMY

HensBecTHble paHee pannbl
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UTO TUNMNYHO
a9

noapsavnka?!
UTo aBngeTcya npegmMmeTom
norosopa?

16



KaTanor wabnoHoB aTak

Sub- Integrator sSw HW SC
Contractor | Facility Developer | Developer | Physica nfo/Data

LLlaBnoH aTaku

(oAnH 3 41) [TpMEeHNMOCTb aTak




Threat Intelligence

MOHUTOPUHI NCTOYHKNKOB Tl C
nHdopmaLmen ob yrposax Ha
noapsa04YnKOB

Organization Breach Date Adversary Source

November
Boe LockBit
2023

BeyondTrust October 20 Unknown

Okta October 2023 Unknown

BHI Energy B Akira

D-Link C e Y cumb"

Kroll I 28 Unknown

Microsoft July 2023 Storm-0558 (CN MSS)

JumpCloud July 2023 UNC4899 (DPRK RGB)
May 2023 "KyivWarrior"
March 2023 UNC4736 (DPRK RGB)

February
Coinbase Oktapus (suspected)
2023

February
Reddit Oktapus (suspected
2023 P!

CircleCl January 2023 Unknown
LastPass October 2022 Unknoy

September
Uber o 3 Lapsus$

(o] August 2022 Oktapus




ba3bl gaHHbIX
VSA3BUMOCTEMN

MOHNTOPWHI N3BECTHbIX
YA3BMMOCTEN B Open source C
NOMOLLbIO CKaHepoB nnn epraos

Command Line Tools (0SV-Scanner)

19



Software Bill of Material

Cnncok Bcex 3aBncmmocTeun,
$hannoB, MNLEH3NN N OPpYrinX
KomnoHeHTOoB [10

TIMELINE OF SBOM DEFINITION

SO/IEC OWASP ISO/IEC Executive Executive NIST ISO/IEC First draft DoD plan
19770-2:2015 SBOM 5230:2020 Order Order Minimum 5962:2021 of SLSA on Securing
standard 14017 14028 Standards Defense-Critical
for Vendors Supply Chains




[eHepauna SBOM

BeHpop OonxeH npenoctaBnidaTb
nognucanHbin SBOM Ha cBoe 10O,
HO Mano KTO 3TO genaeTt

$ syft neodj:latest
v Parsed image

v Cataloged packages [ packages]

NAME VERSION TYPE
CodePointIM

java-archive

FastInfoset
java-archive

util-linux . — +debllul deb

wget - +debllul deb
zliblg : . .dfsg- +debllul deb
zstd-jni W=

java-archive

zstd-proxy

java-archive

Syft




TecTnpoBaHune
O6HOBNEHNN

[lecouHMLa
TecToBbI1 CErMEHT
BOY n metognka CTIK

BaHK gaHHbIX yrpos 6e3onacHoCTU anbopmaLunm

®epnepanbHas cnyx6a no TeXHUYECKOMy 1 FocynapcTBeHHbIN Hay4YHO-UCCienoBaTeNbCKuin
9KCNOPTHOMY KOHTPOJIO WCMbITATeNIbHbIA UHCTH Y npoGneM TEeXHU4YEeCKon
3amTsl MHopmaLmmn

Yrpossi v YagsuMocTH v TectuposaHue OGHOBNEHUA [okymeHTbl ~ O6parHasn cBasb~ O6HoBaneHua ~ Y4acTHUKM ~ OGyuermne ®CT3K Poccumn

PesynbTtartbl TecTupoBaHua o6HoeneHun MO

(nakera postgresql-test ans
CentOS Linux 8)

23.11.2023

O6HoeneHue PostgreSQL
(nakera postgresql-server ans
CentOS Linux 8)

23.11.2008




SLSA

CtaHpapT Supply-chain Levels for
Software Artifacts gnga sawuTtbl [10
OT Yrpo3 Ha LLenoyKy NoCTaBOK




TLS fingerprinting

O6HapyXeHne aHoManui No oTrneyaTky
KnneHtckoro 1O B ceTeBoOM Tpaduke
(TLS + xewwn JA3/JA3S)

BoianeHune JA3 xawen, xapakTepHbIX AN
nonyngapHbix MO n ceTeBbiXx OBNONNOTEK A3bIKOB
nporpaMmMnpoOBaHINS

BbigBneHmne koHkpeTHoro BI1O no xawam
JA3\JA3S

BbiaBneHmnsa HoBoro xawa JA3, paHee
HEeNoOSBASAOLWEroCs B CETU

BoigBneHus xaswein JA3 He n3 6enoro cnmcka
BoigsneHuns xawen JA3\JA3S n3 yepHoro cnmcka

BoigaBneHune JA3 xawwen, He xapakTepHbIX aNns
CNCTEeMDb
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Perucrpaumns cobbiTum

Kak nogpsaymk obecnedymBaeT coop
N0oKa3aTeNbCTB
HeCaHKLNOHNPOBaHHOW
0esaTeNlbHOCTIN?

Kak 0onro noapaaunk XxpaHuT norn?
Bo3mMOXHO N yBenmnyeHmne atoro
cpoka?

MoXHO nn OopraHN3oBaTb XpaHEHNE

JTIOroB BO BHELLHEM XpaHunuuie?
Kak?




pt

B KayecTBe 3aK/1ioueHns

[ToMuTe, YTO TUMNYHO I
HETUNWNYHO O NOAPAOUNKOB
Pa3HbIX TUMOB

YMeHbLUNTE naowlagb ataki 3a
cYeT PEeryngapHoro MOHUTOPWHIA
3alNLLEHHOCTI

OCTaBbT€ Ha MOHWUTOPWHI_
Pa3Hble KaHaJlbl B3aMOLOENCTBUNA
C noagpaa4vynKkamm

MOHVITOpre N3BECTHbIEe aTaK U
aHOMaJ1lbHOe rnopegeHme
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Cnacunbo

alukatsky@ptsecurity.com



