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wevtutil sl "#{log_name}" /e:false

wmic nteventlog where 

LogFileName='System'

for /F "tokens=*" %1 in 

('wevtutil.exe el') DO wevtutil.exe 

cl "%1“

*OpenEventLog/ClearEventLog APIs*

*EvtOpenLog/EvtClearLog APIs*

… 

net stop VSS & sc config VSS start= 

disabled

vssadmin delete shadows /all /quiet

vssadmin resize shadowstorage

/for=c: /on=c: /maxsize=401MB

vssadmin resize shadowstorage

/for=c: /on=c: /maxsize=unbounded

Get-WmiObject Win32_Shadowcopy | 

ForEach-Object{$_.Delete();}

wmic shadowcopy delete

wbadmin delete catalog -quiet

…



•

•

•



•

•

•

•
del /f /q /s %windir%\Prefetch\* 





•

•

•
del /s /q %AppData%\Microsoft\Windows\PowerShell

\PSReadLine\ConsoleHost_history.txt
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•
del /f /q %AppData%\Microsoft\Windows\Recent\AutomaticDestinatons\*

del /f /q %AppData%\Microsoft\Windows\Recent\CustomDestinatons\*





•

•

•
reg delete HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\

RunMRU /va /f





•

•

•
reg delete HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\

TypedPaths /va /f
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reg delete "HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\

UserAssist" /va /f

reg add "HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\

Advanced" /v Start_TrackProgs /t REG_DWORD /d 0 /f

reg add "HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\

Advanced" /v Start_TrackTrackEnabled /t REG_DWORD /d 0 /f
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reg delete

rundll32.exe apphelp.dll,ShimFlushCache
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•
Root\InventoryApplicationFile\*FILE*.exe|*STRING*;

Root\InventoryApplication\0000*SHA-1*;

Root\InventoryApplicationShortcut\*FILE*.lnk|*STRING*;

•



•

•

•





SruDbIdMapTable

{D10CA2FE-6FCF-4F6D-848E-B2E99266FA89}

~

Application Resource usage data



• node.exe

SruDbIdMapTable

notepad.exe/powershell.exe/

cmd.exe/…)

•

•



•

•

•





CLIENTS

• TotalAccesses Address

AuthentiatedUserName

•

•




