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[lpaBoBas oroBopka (disclaimer)

Bca npeactaBneHHaa HPopMaLMA NoayYeHa 3aKOHHbIM NyTEM.

Bce HUXKEN3NoKeHHoe NPUBOANTCA UCKNOYNTENBHO B MHPOPMALMOHHbIX U 06pa3oBaTeNbHbIX

Lenax.

[loBTOpEHME AENCTBUIN N3 NPEe3eHTaL MK, BO3MOMKHO TO/IbKO C MOJIHOTO COracus
COBCTBEHHUKA nHdpopmauMOHHOU MHPPACTPYKTYPbI, B KOTOPOM BbINONHAIOTCA AEUCTBUA.

ABTOpr 3afnpewatoT npuMmeHeHUNe ,£I,€I7ICTBI/|I7I U3 npe3eHTauymn B HE3aKOHHbIX UENAX.

MpeacTtaBneHHbINM MaTepuan He nponaraHAUPYET U He NpU3biBaeT
K COBEpPLUEHMIO NPECTYMHbIX AEAHUA B OTHOLIEHUWN APYTUX NNL, KOMOAHWUM
n/Vnn opraHmnsaLUmii, a TakKe rocyaapcraa.



CuctemMHbIn agmuHucTtpatop W. MiBaHoB
nosy4nn oUWKMHIoBoe NUCbMO OT
“Texnogaep>Xkn no4YToBOro cepsuca’

C NpeaynpexneHnem o 6rIoKMpoBKe NpPoduss
n TpeboBaHMEM NEPENTU MO CChISIKE
yKasaHHOM B NCbMe AN NMPOXOXOeHUS
aBTOpM3aLnM C Lienbto npeoTepaLLleHus
Br1I0KNMPOBKMN.

[Tlocne npogenaHHbIX Bbllle 4eUCTBUN

N CMycTa onpeneneHHoe Bpems, oaunoi
Ha pabo4yen ctaHumn MBaHoBa GbINu
3awmdopoBaHbl C MPUITOXKEHHOW 3armncKoun
O BbIKyne.




MITTRE ATT&CK

MepEOHaYaNbHI
goctyn

T1566.002
Lienesoit GMLMHT CO CCEINKOMH

TIM0
MeTop nepeBopa

BrinonHeHne

TI059.004
KomaHaHaR odonoyka Uni

3akpenneHune

Tii36
COo3naHHE Y4ETHOM S3NHCH

MoBbiweHue
MpuBNRErii

TiO78
CyILECTEYIOWME Y4ETHbIE
3an

MpoBaHKe Sudo

MonyyeHie YUsTHbIX
[&HHbIX

BAT 0aHHbIX HA EHELLUHIX
anax

MepeellLeHIe BHYTPI
NepUMETPa

ccnegoeanne Coop faHHbIX

Ti021.004
Vccnenoeasue dainoe S5H
ros

TI033
Micenenosanme EnanenbLa wnn
nonk30saTENEd CHCTEME!
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¥ PaBNeHNe N KOHTROND

blE KaHaMbI

SKCOUNETPALNS A3HHBIX

Ti041
SKCHUNLTPALNR Y2pes kaan
YMPEENSHA

BoapeficTene

Tidas
LIndpoBaHIS LaHHEX




. HenoBe4veckun paktop — HEBHMUMATESIbHOCTb NOJSb30BaTESEN,

B OCODEHHOCTN MMEIOLWMX NpaBa agMUHUCTPaTopa Npu NosTy4eHNN MUCEM
No4o3pPUTESIbHOIO Xapakrtepa.

. OtcytcTtBue BasoBbix C3U nnu nx HerpamoTHagd
aKkcnnyaraumsa/koHurypaums.

. OTCcyTCTBME KPUTUYECKN BaXXHbIX OOHOBMNEHUI CEPBMNCOB U CUCTEMBI,

a TakK XXe OTCYTCTBME UX aKTyanusauun.

. cnonb3oBaHne nonb3oBartensiMm B 0COOEHHOCTU MMEKLLMX NpaBa
agMUHUCTpAaTOpa OAMHAKOBLIX N MPOCTbIX Naponen Ha pasHbIX pecypcax.

. OTKIo4YeHNEe BaXKHbIX BHYTPEHHUX MEXAHM3MOB 3aLUUTbl CUCTEMbI B LLENSX
9KOHOMWU BPEMEHMW.

. OTCcyTCTBME MOHUTOPUHra COOLITUN BO3HMKAKOLWNX HA KOHEYHbIX
yCTpOMCTBaXx.

. cnonb3oBaHne cMcteMbl C MUHUMASTbHBIMU HAacTponkaMmu 6e3onacHOCTH.



MHAMKaTOpbl aTaku U KOMMPOMEeTaL M K: IEINGF]RF] 30C

Firefox Browser history

T1566.002
https://yanndex.ru/chanepassword/auth/876461810189879change96823pass8933930r73093893block7653283208373932

Lienesoil GUWKHE O CoBKOR

bash_history
~: bash — TepmuHan Fly

TI059.004 . -
KomaHaHas ooonouka Unix @anin [lpaeka Hacrpokka Cnpaeka

Is

e & . o

TIM0O rmottyrootls, 11
MeTog nepebopa
A nep P inottyastrald, 11,
t1A.11.

arlg. 11

Jvar/log/btmp
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st /var/log/AvosLocker.elf 58 /home/admin-ivanov/Desktop ~/.bashrc
S N rodtix 18011662 /home/rodt: /bin/bash LY

cd /Desktop

s

e cd Desktop bash_history
Wccneposanue ainos u ls -1a

3Tanoros cat document\ 2

ca t
cat / | grep admin bash_history
sudo c /etc/sudoers
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Last log

admin-iv pts/1 Wed Nov 22 14:27 - 14:28

St admin-iv pts/1 4.11.92.1¢ Wed Nov 22 14:2¢ 14:27

[var/etc/reverse_shell.sh
cofepumoe

SS

2.15: 48578 18, 11,92, 14: 6666

netstat




Ransomware AvoslLocker

ANGARA SOC

AvosLocker Ransomware - 3T0 nporpamma-BbIMOraTe/ib C BOSMOMKHOCTbIO WNdPoBaHMa cuctem Linux.

B ocHOBHOM HaugeneH Ha WudpoBaHMe NONb30BATENBCKMX AaHHbIX U cpeabl BUPTYanm3aummnm Vmware ESXI n VMFS.

OcHoBHOM cnocob pacnpocTpaHeHus:

1. PUWKHT C BpeaOHOCHbIM BNIOXKEHUEM.

2. danbwuBbie 0OHOBAEHMUA.

3. 3aparkeHHble nHctannatopol u MO.

4. Tytem B3n10Ma MHPPACTPYKTYPbI U
Ja/IbHENLLEro BHYTPEHHErO
pPacnpoCcTpaHeHnA Npu NOMOoLMU
CUCTEMHbIX UHCTPYMEHTOB UM
RDP/SFTP/SSH ceccun.

AvoslLocker

Your network and hard drives were encrypted using AES-256 military grade encryption.
AvosLocker will aid you in the recovery and restoration of the files affected.
Please enter your ID (presented to you in the note) in order to continue.

Failure to contact us in due time might incur additional charges and damages.

Attention!

Your files have been encrypted using AES-256.

We highly suggest not shutting down your computer in case encryption process is not
finished, as your files may get corrupted.

In order to decrypt your files, you must pay for the decryption key & application.

You may do so by visiting us at

This is an onion address that you may access using Tor Browser which you may download at
https://www.torproject.org/download/

Details such as pricing, how long before the price increases and such will be available to
you once you enter your ID presented to you below in this note in our website.

Hurry up, as the price may increase in the following days.

Message from agent: If you fail to respond in 4 days, the cost of decryption will double up
and we will leak some of your data. In 10 days, we will leak all the data we have.

- vosLocker. el

.elf 50 fhome/kali/Desktop/test

inated when the encryption is over. Please wait.
t/document.txt
t/AvosLocker.elf

- test - Thunar [x]

File Edit View Go Bookmarks Help

4+ A ¢ Akeli M Deskiop  test # Q

Places

I Comp...

= kali

document.txt.avosli README_FOR_RES
I Desktop nux TORE
e Recent
" Trash

AvosLinux | Branch SnowELF
Usage: ./elf <thread count> <path> [path] [path]
Example: ./elf 58 fvmfs/volumes/ Shome/ /tmp/

Notes:

[path] can be set to "esxi' as am alias to /vmfs/volumes/

ESX1i VMs will be forced to shutdown when ran

against ESXi paths.

Run in background: nochup ./elf 58 esxi &



KpaTkun 0630p mexaHnama pabotbl AvosLocker

ELF Header:
Magic: 7f 45 4c 46 02 01 01 00 00 00 00 00 00 00 00 0O
BpenoHocHasa nporpamma Avoslocker nmeet pacwmpenue ELF, S 310 milemant, LLOID eniin
Version: 1 (current)
KaK NnpeAcTaBneHo Ha M306paXKeHnmn ABAAETCA UCMONHAEMbIM 05/ABI UNIX - System V

daiinom nog Linux cuctemsi.

/—O
[ 50 0/400

N N

NHMumauma 3anycKa ocyLecTBaAeTcAa nocpeacTsom

MCMNONb30BaHMA KOMAHAHOW CTPOKKU N nepeaaymn

napameTpoB ana pabotbl BIMO:

* Ko/anyecTBo NOTOKOB KOTOpPbIe MOTYT ObITb CO3AaHbI
ANA OAHOBPEMEHHOrO WndppoBaHUA

* [yTb A0 KaTanora/oB KOTOPbIN A0/IXKEH ObITb

3awmndposaH %

HN

ABI Version: 0

Type: EXEC (Executable file)
Machine: Advanced Micro Devices X86-64
Version: 0x1

Entry point address: 0x4148e0

Start of program headers: 64 (bytes into file)
Start of section headers: 1617408 (bytes into file)
Flags: 0x0

Size of this header: 64 (bytes)

Size of program headers: 56 (bytes)

Number of program headers: 8

Size of section headers: 64 (bytes)

Number of section headers: 31

Section header string table index: 30

AvosLinux | Branch SnowELF

Usage: ./elf <thread count> <path> [path] [path]

Example: ./elf 50 /vmfs/volumes/ /home/ /tmp/

Notes:

[path] can be set to 'esxi' as an alias to /vmfs/volumes/

ESXi VMs will be forced to shutdown when ran against ESXi paths.

Run in background: nohup ./elf 50 esxi &

5ARASOC



Yto 6yaeT ecnu He npaBubHO NepeaaTb NapameTpbl ANA 3anycKa?

YKa3aHHbIN 610K Koga roBopuT {
o hrd num = strtel(aZ[l], OLL, 10);
HaM O TOM, YTO NepeaaBaembin ; ={ .-:-_;._:L_:-_u.:-_.l; o)
i thrd num <=
NapameTp oTBe4valoLWwnn 3a {

std: :operator<<<std::char traits<char>>((__inté4)&std::cerr, (__ int64)"ERROR: Thread parameter invalid.\n");

KO/IN4eCTBO MNOTOKOB, AO0/1XKEH , return 1LL;

6bITb 6ONbLIE HYNA NHAYe sise

nporpamma 3aBepLlnTCA C

OLUM6KOM' ERROR: Thread parameter invalid.
Ech e He rlepe,u,aTb AvosLinux i> ‘Branc.h‘SnowELF

Usage: ./elf <thread count> <path> [path] [path] ... .+ -",0AR

rlapaN\eTpOB BOBCE, TO Example: ./elf 50 /vmfs/volumes/ /home/ /tmp/

Notes: '
POrpamma MomelTaeTCA [path] can be set to 'esxi' as an alias to /vmfs/volumes/ 38 to /fvmts/vol
HaM NOMOYb U OTO6pa3MT ESXi VMs will be forced to shutdown when ran against ESXi paths. nst ESXi paths.', 0OAh

KPAaTRKYHO UHCTPYKLUUIO. Run in background: nohup ./elf 50 esxi &

ANGARA SOC Y y———
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MepBble AENCTBMA 3a/10KEHHbIE B
MexaHu3me paboTbl NPOrpammbl 3To

NPOBEPKA HAaINYUA CTPOKM esxi n vmfs il s 5 , : : S — .
" ” mowv edi, offset aKillingEsxiVms ; [+] Killing ESXi VMs ...

B YKa3aHHOM paHee “nytn” . xer eax, eax

call _printf

Y di, ffset aE 1iF tte ; "esxcli —-—-formatter=csv —-——format-param=f"...

Ech 9TU napaN\epr' 6yp|y-|- HaVI,LI,EHbI 2:;1 is;st:m set aEsxcliFormatte X S r=csv ormat—param

mowv edi, 5 ; seconds
TO 6y,£I,ET UMHUUNNPOBAH BbI3OB call _sleep | |
npoueaypbl OTBEYaOLWMM 3a mey. f;;;’ff“t 80k ; " [OK]

OTKAtoYeHue paboyero npouecca
BMPTYa/IbHON MalLUUHbI.

KomaHaa npv NoOMOLLY KOTOPOM OCyLLEeCcTBAETCA
OCTaHOBKa pabouero npouecca BUPTYa/IbHON MaLUUHbI

. - magas e
! ; const char aEsxcliFormatte[]
| aEsxcliFormatte db ‘esxcli ——formatter=csv ——format-param=fields=="WorldID, DisplayNam'
i ; DATA XREF: main+l75+tc

db 'e" vm process list | tail -n +2 | awk -F $',27h,"',",27h," ',27h,'{"

db 'system("esxcli vm process kill —-type=forece ——world-id=" $1)}',27h

ANGARA SOC Pty



Nanee BMNO co3pgaeT RansomeNote( 3anncka o BbIKyne) B AMPEKTOPUHN

KOoTopan Oblna yKasaHa npu 3anycke :

CHa4vana co3gaeTtca AOKYMEHT

o ] e [

.text:000000000041518E . Eext :00000000004151F9 mow rdl, [rsp-l—lﬂ&h-l—ptr] r Ptl.'

::::gggggggggg:::i:i x—“ﬂﬁ; (e Ltext:0000000000415201 mow rcx, rbp ;B

. text:0000000000415191 lea £12, [rsp+lCEBhévar_48] .text : 0000000000415204 mov esi, 1 ; =ize

text:0000000000415193 movw edx, - F_ .

e O 305 T T rai, rbp LEext:0000000000415202 mow rdx, [rdi-18h] ; n

.text:00000000004151A1 mov rdi, rl2 ; this .text : 0000000000415200 call _fwrite

.text:00000000004151A4 cmp byte ptr [rax+rex-1], 2Fh . : .

.text:00000000004151A9 mov eax, offset unk_SOEA4D -text :0000000000415212 mow rdi, rbp ; stream

-:u::gg:ggggggg:iglg cmovE rgrd;:m L.text : 0000000000415215 call _fclose

~Lext: cAa. a

.text:0000000000415%182 ; } // starts at 415181 LLext:0000000000415215 ; } f/ starts at 4151EF O

.text:0000000000415187 lea rl3, [rsp+lCBh+filename] @)

.text:00000000004151BF mov edx, offset aReadmeForResto README_FOR_RESTORE"

-text:00000000004151C4 mov rsi, rl2

text:00000000004151C7 mow rdi, ri3 ; this

.text:00000000004151CA ;  txy { test - Thunar

. text:00000000004151CA call sub_41CAED L

.text:00000000004151CA ; } // starts at 4151CA

ext:00000000004151CF mow rdi, [rsp+iCE8h+filename] ; filename

.text:00000000004151D7 mow esi, (offset modes+l) ; modes -

.text:00000000004151DC ;  try I

. text:00000000004151DC call _fopen

.text:00000000004151DC ; } // starts at 4151DC n

text:00000000004151EL mow rdi, rl3 ; woid # |

.text:00000000004151E4 mov rbp, rax — —

.text:00000000004151E7 ;  try { J

.text:00000000004151E7 call __ENSsD1Ev std

.text:00000000004151E7 ; } // starts at 4151E7 README_FOR_RES testdoc testdoc? testdoc3

.text:00000000004151EC mow rdi, rl2 ; woid # TORE E

.text:00000000004151EF ; try { D

.text:00000000004151EF call INSsD1Ev std: :string: :~string|

.text:00000000004151F4 test tbp, tbp o *~[Desktop/test/README_FOR_RESTORE - Mousepad (x] g

. text :00000000004151F7 jz short loc_41521A _ o ] D

File Edit Search View Document Help D

]
i}

o *~[Desktop/test/README_FOR_RESTORE - Mousepad e »

1 Attention!
2 Your files have been encrypted.

File Edit Search View Document Help

3 Special for SOC Tech

With love from Angara Security

B naHHOM 6/10Ke peann3oBaHO NOMELLLEHME TEKCTa B
NOKYMEHT
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.text:00000000004154D0

.text:00000000004154D0 exception_ext:

LEext:00000000004154D0 mowv esi, offset aAveslinux ; ".aveslinux"
.Eext:00000000004154D5 mowv rdi, rbp

.text:00000000004154D8 call sub_4149D0

.text:00000000004154DD cmp eax, 1

CHayvana AvoslLocker co3paeT uckntoyeHma( 3awmTa ot £ext:00000000004154E0 jz= ___ short loc_4154C0

wudposBaHua) ana epannos ¢ paclumpeHuamm .avos2 / .avosLinux
a TaK e ana RansomeNote

.text:00000000004154E2 mowv esi, offset aAvos2 ; ".avos2"
-text:00000000004154E7 mowv rdi, rbp
.text:00000000004154EA call sub_4145D0
-text:00000000004154EF cmp eax, 1

.text:00000000004154F2 j=z short lec_4154C0

] test - Thunar o test - Thunar 6
File Edit View Go Bookmarks Help
Go Bookmarks Help
= 4+ A ¢« Akali M Deskiop  test s Q
4« #kali ™ Desktop | test /s Q
Places
Il Computer — — —
= kali -
tion README_FOR_RES test test (copy 1)
[ Desktop excep
test.avos2 TORE
0 Recent o exception README_FOR_RES test.avoslinux test (copy
Trash - - - - O test.avos2 TORE 1).avoslinux
B3 Documents O
Music test (copy 2) test (copy 3) test (copy 4) test (copy 5)
D Pictures )
B2 videos = = = — / test (copy test (copy test (copy test (copy
Downloads O 2).avoslinux 3).avoslinux 4).avoslinux 5).avoslinux
Devices test (copy 6) test (copy 7) test (copy 8) test (copy 9)
©| File System b
Network /
M Browse Network R - - . test (copy test (copy test (copy test (copy
2files: 2.6 KiB (2,676 bytes) | Free space: 60.4 GiB & 6).avoslinux 7).avoslinux 8).avoslinux 9).avoslinux
® ~[Desktop/test/exception test.avos2 - Mousepad 0 o *~[Desktop/test/exception test.avos2 - Mousepad 0
I
File Edit Search View Document Help File Edit Search View Document Help
1k 1 special created file with extension avos2< before encrypt this directory




B KOHYeHOM utore 3aMyCKaeTCA MmexaHn3m

CO30aHUNA NapannenbHbIX NOTOKOB U UJVICI)pOBaHMFI

& O
dannos:
encription_block: ; CODE XREF: main+28234j
add rbx, 1
cmp [rbp+var_1070], rbx
jl short loc_416B48
function_thread create: ; CODE XREF: main+23At]
mow rax, [rbpthaystack]
Xor esi, esi ; akttr
mowv rcx, rbx ; arg
mowv edx, offset start_routine ; start_routine
lea rdi, [rax+rbx*8] newthread
call _pthread_create
test eax, eax
jz short encription_block
mowv edi, offset aErrorPthreadCr ; "Error: pthread_create() failed"
call _puts
: } // starts at 4168B7
mowv edi, 1 ; status
call _exit
Mo oKOHYaHUM paboTbl ,BUpPYC co3aaeT
KPaTKUKN OTYHET B KOTOPOM NnepeyncnaeTt
KOJZ1IN4eCTBO 3aLIJl/I(I)pOBaHHbIX cbamnos n nx
Ha3biBaHUA:
f 2 /home/kali/Desktop/test print_result:
mov rsi, cs:gword_TEB868
mov edi, offset aObjectsLldAppl ; "[+] Cbjects: %lld\n[+] Application will"
Kor Eax, eax
i try {
call _printf

Xor edi, edi
call _pthread_exit

a0bjectsLidAppl db ' [+] Objects: 511d',0Ah

; DATA XREF: main+2BFto
db '[+] Application will be terminated when the encryption is over. P'

db 'lease wait.',0Ah,0




PekomeHgaumu: SOC

1. KoHTponunpoBaTb N OTCINEXNBATb CO30aHNE HOBbIX YYETHbLIX 3arnmMceun ¢ NpMBUNErMAMn
sudo.

2. OrpaHnunTb BO3MOXHOCTb Nosny4YyeHusa sudo/root .

3. OTtcnexuBaTtb coObITUA C BONbLUMM KOTMYECTBOM HEeyAa4HbIX MOMbITOK BXo4a 0COOEHHO
noa Y3 ¢ noBbILLEHHBLIMW MTPaBaMn B CUCTEME.

4. OTcnexunBaTb B AEUCTBMAX NOSib30BaTesien 3anyck Nogo3puTeribHbIX KoMaHg
HarnpasSiEHHbIX HA NoslyYyeHne NHopMaLnm O CUCTEME, CETMU: ‘
whoami,ifconfig.uname. .

I X

5. KoHTponupoBaTb U MOHUTOPUTbL OOCTYI K PACnOSIOXEeHNAM: = =

« /etc/passwd

» /etc/sudoers
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6. KoHTponupoBaTb coaepXXnumoe pasaenons
« [vartmp
« /tmp

/. YcTaHaBnMBaTb HaJEXHbIE NnaposibHblE NOJMTNTUKN.
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Cnacmnboo 3a BHumMaHue!




