CTRI_HQCK BAS HY)XeH «nontoBAS»



CpencTBa 3aluUThl

[TepuMeTpOoBble C3W, 3alMTa MOYThI,

aHTUBUMPYC, EDR, DLP

CucrtemMa 3auumThbl

AHanNms ya3BmMMocCcTen

CKaHepbl, MeHTeCTb

SOC

SIEM, aHanutnkn, SOAR, KOMaHOa

pearmpoBaHug




OXXupaHume U peasllbHOCTb

CucTeMa 3allnTbl OONI>XHa obecneymBaTb onpeaeeHHblM YPOBEHb 3aLlUMThl.

101> H bl MNMPpoOoXoOMTb TOJIbKO aTaKWM C NCTINOJIb3OBaHMEM HOBDbIX y§I3Bl/IMOCTel;I N TEXHUK.



[ToMepbl aTakK

18190 IcedID Macro Ends in Nokoyawa Ransomware

rr T1566.001 Phishing: S hishi

Initial Access 1shing: spearphishing
Attachment

T1204.002 User Execution: Malicious file
Command and Scripting Interpreter: Windows
Command Shell - TI052.003

Execution Microsoft Office Excel | T1059.004 Command and Scripting — Execution —— T1047 Windows Management Instrumentation

T10592.005 Command and Scripting
Interpreter: Visual Basic
T1047 Windows Management Instrumentation

- T1053.005 Scheduled Task/Job: Scheduled
Persistence S0483 IcedID Task

T1134.001 Access Token Manipulation: Token
Privilege Escalation S0154 Cobalt Strike Impersonation/Theft
T1055 Process Injection

T1036.003 Masquerading: Rename System

T1053.005 Scheduled Task/Job:
'LI'JltIOl;((I)eSO4 Indicator Removal: File Deletion PerSiStence

Defense Evasion T1218.011 System Binary Proxy Execution: SC h ed u | ed Ta S k

Rundll32
T1078 Valid Accounts

T1552.001 Unsecured Credentials: Credentials
in files

Credential Access T1003.001 OS Credential Dumping: LSASS

S0552 AdFind

?;?,?;:)39 Arp T1087.001 Account Discovery: Local Account T-l OOBOO] OS C red e ntl a | D u m pl n g

T1087.002 Account Discovery: Domain

A et Account EE— Credential Access —

T1083 File and Directory Discovery

Discovery S0039 Net ; LSASS M
S0097 Ping T1018 Remote System Discovery e r [ ]O ry

S0096 Systeminfo T1016 System Network Configuration

Discovery
S0483 IcedID . .
SO154 Cobalt Strike T1482 Domain Trust Discovery

T1021.001 Remote Services: Remote Desktop
Protocol
T1021.002 Remote Services: SMB/Windows
Lateral Movement S0029 PsExec Adimin Shares
T1021.006 Remote Services: Windows
Remote Management HeCKOMbKO TEXHUMK C MCMOMb30BaHMEM
Collection T1560.001 Archive Collected Data: Archive Late ral Movement —_—
via Utility
VYTUNUTbI PSExec

T1071.001 Application Layer Protocol: Web
S0483 IcedID Protocols
Command and Control S0154 Cobalt Strike T1105 Ingress Tool Transfer
BackConnect VNC TI102 Web Service
T12192 Remote Access Software

Exfiltration _ T1041 Exfiltration Over C2 Channel

Nokoyawa Ransomware T1486 Data Encrypted for Impact
S0029 PsExec

Impact




YTOo NpuBOAUT K NMPONYCKY aTak?

CucteMa 3aluThbl paboTaeT He Tak, KaK OXXMaaeTcH




AN r=124%
N CKaAHEePp YA3BUMOCTEN

CKaHep noka3blBaeT TO/IbKO Hanuyume
onpeneneHHbIX YA3BUMOCTEN.

))) HO XaKep MCnonb3yeT YA3BUMMOCTMU
TONbKO Ha OBYX-TPEeX CTagMax aTaKu.
Ha OCTanbHbIX Warax YAaBMMOCTUM He
MCMONb3YylOTCA.

TexHUMKM Ha 23TUX Warax MOXHo
NMPOBEPWTb TOMbKO C
Mcrnonb3oBaHmemM BAS cncteMm.




[ToMepbl aTakK

1804 1#-Malicious ISO File Leads to Domain Wide Ransomware

Initial Access

Execution

Persistence

Privilege Escalation

Defense Evasion

Credential Access

Discovery

Lateral Movement

Collection

Command and Control

Exfiltration

Impact

T1566.001 Phishing: Spearphishing
Attachment

T1059.001 Command and Scripting

Interpreter: PowerShell

T1059.003 Command and Scripting
lcedID Interpreter: Windows Command Shell
Cobalt Strike T1204.002 User Execution: Malicious File

T1569.002 System Services: Service

Execution

T1047 Windows Management

Instrumentation

T1053.005 Scheduled Task/Job: Scheduled
Task

T1134.001 Access Token Manipulation: Token
Impersonation/Theft
T1068 Exploitation for Privilege Escalation

Cobalt Strike —— GetSystem ZeroLogon CVE-2020-1472

T1562.001 Impair Defenses: Disable or Modify
Tools

T1218.010 System Binary Proxy Execution:
Regsvr32

T1218.011 System Binary Proxy Execution:
Rundll32

TIO55 Process Injection

T1553.005 Mark-of-the-Web Bypass

TI1003.001 OS Credential Dumping: LSASS
Memory
TI003.006 OS Credential Dumping: DCSync

Mimikatz
ProcDump

T1021.001 Remote Services: Remote Desktop
Protocol
T1021.002 Remote Services: SMB/Windows
. Admin Shares

Cobalt Strike T1021.006 Remote Services: Windows
Remote Management
T1570 Lateral Tool Transfer

T1074.001 Data Staged: Local Data Staging

T1071.001 Application Layer Protocol: Web
Protocols

Local Files Text, TSV, CSV

IcedID
Cobalt Strike
AnyDesk
Atera
Splashtop

Rclone Mega.io T1567.002 Exfiltration Over Web Service:
ga- Exfiltration to Cloud Storage
Quantum Ransomware
T1486 Data Encrypted for Impact
T1531 Account Access Removal
net user

nltest
net
IcedID chcp
ipconfig
systeminfo
net
nslookup T1482 Domain Trust Discovery
TI082 System Information Discovery
Invoke-ShareFinder TI1018 Remote System Discovery
T1615 Group Policy Discovery
Get-EventLog T1614.001 Sy‘stem Location Discovery: System
Language Discovery
. TI124 System Time Discovery
Cobalt Strike Get-ADComputer TI135 Network Share Discovery
T1087.002 Account Discovery: Domain
Custom PowerShell Account
. TI083 File and Directory Discovery
Custom Batch Scripts | T1033 System Owner/User Discovery
Adget
WMI Queries
dir
Group Policy
Invoke-ShareFinder
Veeam Backup Console

18190 IcedID Macro Ends in Nokoyawa Ransomware

Tools

Initial Access

Execution

Persistence

Privilege Escalation

Defense Evasion

Credential Access

Discovery

Lateral Movement

Collection

Command and Control

Exfiltration

Impact

Microsoft Office Excel
S0483 IcedID

S0483 IcedID

S0154 Cobalt Strike

S0552 AdFind
S0099 Arp

Chcp

Adget

S0359 Nltest
SO039 Net

S0097 Ping

S0096 Systeminfo
S0483 IcedID
S0154 Cobalt Strike

S0029 PskExec

S0483 IcedID
S0154 Cobalt Strike
BackConnect VNC

Nokoyawa Ransomware
S0029 PskExec

Technique

T1566.001 Phishing: Spearphishing
Attachment

T1204.002 User Execution: Malicious file
Command and Scripting Interpreter: Windows
Command Shell - TI0O5%2.003

T10592.004 Command and Scripting
Interpreter: PowerShell

T10592.005 Command and Scripting
Interpreter: Visual Basic

T1047 Windows Management Instrumentation

T1053.005 Scheduled Task/Job: Scheduled
Task

T1134.001 Access Token Manipulation: Token
Impersonation/Theft
T1055 Process Injection

T1036.003 Masquerading: Rename System
Utilities

T1070.004 Indicator Removal: File Deletion
T1218.011 System Binary Proxy Execution:
Rundll32

T1078 Valid Accounts

T1552.001 Unsecured Credentials: Credentials
in files

T1003.001 OS Credential Dumping: LSASS
Memory

T1087.001 Account Discovery: Local Account
T1087.002 Account Discovery: Domain
Account

T1083 File and Directory Discovery

T1018 Remote System Discovery

T1016 System Network Configuration
Discovery

T1482 Domain Trust Discovery

T1021.001 Remote Services: Remote Desktop
Protocol

T1021.002 Remote Services: SMB/Windows
Admin Shares

T1021.006 Remote Services: Windows
Remote Management

T1560.001 Archive Collected Data: Archive
via Utility

T1071.001 Application Layer Protocol: Web
Protocols

T1105 Ingress Tool Transfer

T1102 Web Service

T1219 Remote Access Software

T1041 Exfiltration Over C2 Channel

T1486 Data Encrypted for Impact




ATaKWu

N CKaAHEePp YA3BUMOCTEN

V|CI_IOﬂb3yeMble XaKepaMWN TEXHUMKHN.

Initial
Access

9 TexHukK

Execution

10 TexHuk

Persistence

17 TexHuk

Privilege
Escalation

12 TexHuk

32 TeXHUKH

Defense Evasion | Credential Access

14 TexHuk

Discovery

22 TeXHUKN

YA3BUMOCTU NUCTIOJ] b3YIOTCH TOJIbDbKO Ha TpeX CTagWmnMdX.

Lateral

Movement

9 TexXHukK

Collection

Command and

Control

15 TexHukK

CkaHep paboTaeT TakXXe TO/NTbKO A/19 HEKOTOPbIX TEXHUK HA 23TUX CTagmax.

16 TexHuk

Exfiltration

8 TexXHukK

Impact

13 TexHuk



Breach and Attack Simulation

XaKEPCKNX TEXHUK B MHPPACTPYKTYPE KOMMAaHUMU

VIMUTUPYIOT 0EeNCTBUA HaLueneHbl Ha NPoOBEPKY [103BONAIOT MOCTPOUTL
XaKepoB B BHYTPEHHEW NpPOoLLeCcC HenpepbiBHOM

dBTOMaTHMHECKOM pexxmnMe I/IHCI)paCprKTypr OLUEeHKN CNCTEMbI 3alLlNTbl



Cuctembl Knacca BAS

CUMYNALUMA XaKEPCKUX TEXHUK B MHPPACTPYKTYPE KOMMAaHUM

[TpoBepKa paboTbl CpeacTB 3aLLUNTbI

o)
\ m@, [TpoBepKa MOKPbITUA MpaBUMIaMU OEeTEKTUPOBAHUSA
LIEJTN
/ 0 O :
"*-?-"'CI [TpoBepKa Bcen MHPpPaACTPYKTYpPbI

[ToBbILLIEHME SPPEKTUBHOCTU OETEKTMPOBAHUS




[TonMepbl peleHnm

Atomic Red Team

Open Source

Bonbwon Habop TeEXHUK. TeEXHNKM OOHOBNAOTCA.

TeXHUKN HY>XHO NpoBepaTb. Henb3a 3anyckaTb 6e3 NpoBepKu.

HeT BO3MOX»XHOCTU 3amnycKa no BCen MHPpaACTPYKType. Bce 3anyCcKum BbIMOSTHAIOTCH BPYYHYIO.
Pe3ynbTaTbl HY)XHO cobmpaTb Bpy4YHYt0. HET oTyeTOB.

HeBO3MOXXHO MOCTPOUTb NpoLlecc.

BO3MOYXHO NPUMEHATb Ha HebonblLUUX CTeHOaxX ong OTpa6OTKM NnpaBujl1 getTeKTnpoBaHWM4A.

11


https://atomicredteam.io/
https://github.com/redcanaryco/atomic-red-team

[TonMepbl peleHnm

CALDERA

Open Source

MHOIo TeEXHUK N3 Atomic. TexHUKM o6HOBNAIOTCA.

TexXHUKU TaKXKe HY>XHO MPOBEPAThH.

EcTb rpadpmnyeckmnim mMHTepPemc n eCtb BO3IMOXXHOCTb aBTOMATUYECKOrro 3anycka 1 LieHTpanm3oBaHHOIo c6opa
OTYETOB.

He 0nga Bcex TeEXHUK eCTb OeTalibHbIX OTYET.

AreHT Nocrse nepesarpyskn MallmHbl U1K Nocne Cpa6OTKM cpeanctB 3alLTDblI MPUXOOUTCH NnepeyCcraHaBJ/INBaATb.

12


https://caldera.mitre.org/
https://github.com/mitre/caldera

CTRLHRACK!S BAS FELIX

[MpoBepkKa paboThbi:

CUMYNHAUNA TEXHUK

[TowlaroBag cumMynaumna TexHunk MITRE ©
CLeHapMeB MepBMYHOIO OOCTYyMNa Ha
YCTAHOBJ/IEHHDbLIX B MHPPACTPYKTYPE areHTax.

SAO0A4YN

[TpoBepKa paboTbl CpenCcTB 3allMThl,

BanuMgauna nmpaBun getTekKTmpoBaHmMa B SIEM,

KOHTPOMb MOCTYNNEeHMNa CoObbITUMN
6e30MacHOCTU, KOHTPOMb MPOLLECCOB
oearMpoBaHMa.

PE3YJIbTAT

BoiaBneHune npobnem B cUCTEME 3alWLUTHI,
M 6enblX MATEH B geTeKTMpoBaHMKM. Kak
Oe3yNbTaT MOBblIWLEHWME 23PPEKTUBHOCTU
OETEKTMPOBAHWA TEXHUMK HA

15



Pe3ynbTaTbl paboThil
CTRLHACK! BAS FELIX

[TpoBepKa cpencTs 3aLLUUThI

OTCcyTCTBME OOHOBNEHUIM aHTUBUPYCOB,

npobnembl ¢ EDR, mponyck

BeaOoHOCHOro Tpaduka Ha NGFW.

lleTeKTUpoBaHME TEXHUK

BblIKtOYeHHble [MPEaBWylia, OTCYTCTBUME
MPEaBAyl, OTCYTCTBUNE CO6bITI/II;I,

BbIK/TtOUYEHHbIM COOP COOLITUI Ha y3Max.

PazButme SOC

3a0epPXKKM B POPMUPOBAH MM

KapTOYKM MHUWMOEHTOB.

14



Pe3ynbTaTbl paboThil
CTRLHACKS BAS FELIX

EDR: TexHKn Windows
ObHapy)XeHo 60% TeEXHUK,

3a610KMPOBAHO TONbKO 24%.

SIEM: TexHUKM Windows — getektmpoBaHme oT 30 oo 70%,

TeXxHMKM Windows — geTektmpoBaHme MeHee 30%.

NMHUMOEeHTDI: NOOHATUNE KAapPTOYKUM — |15 MUMH, © YaCOB.

15



OnbIT MCMNONTb30OBaHUA
CTRLHACK. BAS FELIX

Banmoaunda 1 pa3BUTUE MpPaBUAJ
OETEKTNPOBaHMA Ha ypoBHe SOC.

[ TpOBEepPKa KOPPEKTHOCTW ?
0abOTbl BHeApeHHbIX C3W1. 2

VIcmonb3oBaHWe B cermMeHTe ACY TT.

&

HaCTpPOMKa 1 KOHTPO/b
0aboTbl EDR.

TectnpoBaHme C3M B
PaMKax M1OTOB.

OLueHKa AoYepHMX opraHmM3aLL .

16



He BHegpaunTte HoBble C3 NoKa He NoHANwW,

YTO MOTYT 6}'IOKMpOBaTb MMEe o LLINECH.

[MTOMOXXET 23TO TNOHATD.

O'l [MoBblLLaEeTCS 02 [NogaBngeTca BO3IMOYKHOCTb
SPPEKTUBHOCTD MOCTOAHHOIO PA3BUTUA
cyllecTBytoLmx C3 M1 npaskn SIEM

03 CHWKatoTCa TpeboBaH A
K MmepcoHany
1N TPYO03aTPaTh

17



OO0 «KOHTPOJIXAKS>
+7 (495) 789 72 97
Info@ctrlhack.ru

NMPUTTTALLWAEM BAC HA HALL CTER/

CIMACUBO!

BCEr'dA PAOAbl COTPYOAHUYECTBY



