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OBO VIHE

« PaHee pabotan B BI.ZONE, Group-IB

« 13 net B cpepax Digital Forensics, Incident Response,
Malware Analysis, Threat Intelligence

« 3aHumarncs obpatHoun paspaboTkon cbopmatoB NTFS,
FAT12/16/32, exFAT, peectpa Windows, TEHEBbLIX KOMUA

« Cospato yTunntbl n 6nbnmoteku:
- yarp (napcep dawnnos peectpa Windows),

- dfir_ntfs (napcep TomoB NTFS, FAT12/16/32
exFAT, a Takke TEHEBbIX KOMuit),

- winmem_decompress (pacnakoBLMK CXaTbIX
CTpaHuL 13 4amMnoB NamsiTh),

- W MHOroe gpyroe...

* My n Haxoxy yasBMMOCTM B napcepax pannosbIX
CUCTEM W 3arpysymkax
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KOMAHOA CICADAS

JKcnepTbl C MUPOBLIM
nveHem B coobulectee Nb

LintnupyemocTtb
B MHOCTPAHHbIX MCTOYHMKAaX

YHuKanbHble
COpeBHOBATENbHbIE U
negarormyeckme nporpaMmmol

OnbIT paccnegoBaHud
CINOXHbIX MHUNWOEHTOB

i

BHenpeHwue npoueccos
6Ge3onacHon pa3paboTku
N ynpaBneHns ya3BUMOCTSAMM

PaspaboTka ¢ Hyns
N BHeApEHWEe NpoLieccoB
ynpaeneHus puckamun Nb

¥o

lNMpoBeneHune
KOMMJSIEKCHbIX MPOEKTOB
Nno aHanusy 3aluLLeHHOCTH

B3anmopencteue ¢ SOC
B KPYMHbIX OpraHn3aumsx
B pasnuyHbIX cdepax

ApanTtaumnsa KonM4yecTBEHHOMN
oueHkn pucka Vb
ANst KOMMNaHUn
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MTC RED — OS9KOCMMCTEMA
TEXHOJNMNOIMnMn, CEPBMNCOB N YCITVYT
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O1

«HOBDbIE
DONNHIN»
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CKOJ1IbKO PAS YBEJIIMHNBAJICSH
HOMEP BEPCVMMN?

HaumHas ¢ Windows XP...
« [1na dpopmarta pannos KycToB peecTpa: 1 pas.
« [ns dopmarta pamnnosoun cuctemol NTFS: 0 pas.

NameHeHma, Hapywamloume obpaTHyIioO COBMEeCTUMMOCTb:
« [na doopmarta annos KycToB peecTpa: 2 pasa.

« [na dopmara cdbannoson cuctemol NTFS: 3 pasa.

A ewe ecTb HesHauMTenbHblie nameHeHnsA!

CIOADAS



XKYPHAIIMPOBAHWVE PEECTPA

CTAPDbI ®DOPMAT XXYPHAITA: HOBbIN (DOPMAT:

N3MeHeHHble N3MeHeHHble

AaHHbIe AaHHble
[0} o 9
Sanuce Nef daifin xypHana Sanuce daiin xypHana
(nepesanuchb Liernmkom) (nobaeneHue B KoHeL)
| | |
Pa3 B yac:
3anncb Ne2 OcHoBHoOW haunn
(nepesanuncb Hy>KHOWN

Bce nameHeHHbIe
obnactu)

3a 4YacC AaHHble

Yucno 3anucaHHbIx 6alimos 8 2 pa3a 6osnbule, 3anncb L
4YeM U3MEHEHHbIX... OcHoBHOM hann
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KYCTbl PEECTPA

WINDOWS 10 1 11:

* B agpo gobaeneHa pyHKUMOHANLHOCTb KOHTEMHEPM3aLIMK peecTpa.

= Homep Bepcum nameHeH, 4Tobbl dann Kycta-oBepnes Hemnb3sa 6bIno NoAKMIOYNTL Kak
OObIYHbIN.

Buaoumoe B KOHTeMNHepe

OcHoBHOM KyCT
| | i | npeacraBrieHMe peecTpa

I

HoBas Bepcusa popmaral
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NTFS

WINDOWS 8, 8.1, 10 1 11:

*  M3meHeH dopmart xypHana TpanH3akuui ($LogFile).

* PaHblUe XypHanupoBaHue onepaunn TpedoBano nx TPOMHOM 3anuncu.
Cenvac B DosnbLUMHCTBE Cry4aeB TpebytoTca aBe.

*  W3meHeH HoMep Bepcuu XKypHarna, Ho He doopmaTa dpannoBon CUCTEMBI!

o HoBbI HOMEpP Bepcum XXypHana npMHMMaeTca CTapbiMy ApanBepamu
(Hanpumep, B Windows 7).

o Ho He nopgaepxnBaeTcs U «McnpaBnseTcs»...
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NTFS

Additional Background

As discussed in the prior section, a change was made to the NTFS Log File
structure in Windows 8 to reduce I/O counts, improving system performance, and
with potentially reduced power consumption. However, a side effect of this change
is that the new log format is unrecognizable with prior versions of Windows, which
may result in a prior version of NTFS marking the volume as corrupt (since the
contents of the log is in an unrecognized format). This will trigger a chkdsk run
upon reboot to ensure that file system metadata is consistent, which will clear the

corrupted state of the log file and return the file system to a clean state.
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https://social.technet.microsoft.com/wiki/contents/articles/15645.windows-8-volume-compatibility-considerations-with-prior-versions-of-windows.aspx

NTFS

WINDOWS 10 1 11:

- [NobGaeneHa nogaepxka odeHb 6onbLIMX Knactepos (BNNoTb 4o 2M).

« [obaBneHa nogaepxka AMPEKTOPUN C PErMCTPO3aBUCUMbIMU MMEeHaMK (halnrnos.
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NTFS

MEHEE SHAYMTEJIbHbIE NSMEHEHWSA:

*  Mwuturauma uenoro Krnacca ysa3smMmMocTen, ncnonb3yowmx cumMmnuHkn (EoP yepes TOCTOU).
* BHegpeHue yHKkumn Storage Reserve:
O pesepBUpOBaHME NMPOCTPAHCTBA AS1A CNYXEOHbIX Lernen;

O CHWXeHWe JOCTYMHOro Ans Nonb3oBaTerns pa3mepa cBo6OJHOro NPOCTPaHCTBA.
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PE3IOME
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ECTb JINY BAC...

NMNopapepxka XypHanosB
TpaH3aKuum peectpa?

« Ecnu HeT, TO Bbl He yBNauTe
Tekyllee COCTOsiHME KycTa

(oTcTaBaHue byaeTt go yaca).

* A BbIBOg napcepa dyaet
OXnaaembiM, HO
HEKOpPPEKTHbIM!

CIOADAS

NMopaepka KycToB peecTtpa
U3 KOHTENHepoB?

« The Registry Hives You May be
MSIX-ING: Registry Redirection
with MS MSIX

NMNopaepxka xXypHana
$LogFile?

Ecnu ga, 10 4TO Tam
C HOBbIM doopmMaTom?


https://www.zerofox.com/blog/the-registry-hives-you-may-be-msix-ing-registry-redirection-with-ms-msix/

o=

«<HENSBECTHOE
CTAPOE»

CIOADAS



BPEMEHHDbIE METKMN cbANIOB
BNTFS

« 4 BpeMeHHbIx MeTkn (MACE) B aTpubyte $STANDARD INFORMATION
B dpannoBOW 3anucu.

» 4 BpeMeHHbIX MeTkun B aTpudyte $FILE_NAME B hannosown 3anucw.
* 4 BpeMeHHbIX MeTkn B atpmnbyte $FILE_ NAME B MHOEKCHOW 3anucu.
* 1 BpeMeHHasi MeTKa nocrieqHero 4ocTtyna B onepaTtMBHOM NamMAaTu (XpaHUTCA
00 OTITOKEHHOW 3arnmcu Ha OUCK).
 Aeue:
o 1 BpemeHHas meTka B atpubyte SOBJECT _ID B harinoBow 3anuncu;
o BpeMeHHble MeTKM onepaumn B 3anncax USN;
o BpeMeHHble MeTku B 3anucsax $LogFile...
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BPEMEHHDbIE METKMN cbANIOB
BNTFS

CKOJIbKO BPEMEHHDbIX
METOK NOKASDbIBAET
BALL NMNAPCEP?
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OCTATO4YHYHDbIE JAHHDIE
B MHOEKCHDbIX SAINMNMCHX

ABA TUNA BOCCTAHABIIMIBAEMDbIX OAHHDbIX:
« yaaneHHble aTpnodyTbl SFILE_NAME;
* (pparmeHTbl UMeH dpannos.

ABA MCTO4YHUMKA:
* Hepe3naeHTHble UHOEKCHI;
* 3as30pbl annoBbiX 3annucen (pe3naeHTHblIe NHOEKCHI).
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00000110
00000200
00000210
00000220
00000230
00000240
00000250
00000260
00000270
00000280
00000290
00000230
000002bo
000002c0
000002d0
000002e0
00000210
00000300
00000310
00000320
00000330
00000340
00000350
00000360
00000370
00000380
00000390
00000330
000003bo
000003co
000003d0
000003e0
00000310

01
00
00
52
50
44
28
24
17
5a
00
le
65
61
6f
2a
24
Oe
1c
4c
11
56
69
70
58
7a
10
20
65
64
10
00
00

00
(5]]
(5]%]
00
(5]9]
00
(5]]
(5]9]
06
7b
00
(5]]
00
(5]]
(5]9]
(5]]
(5]9]
9c
c3
(5]]
(5]]
(5]]
00
(5]]
aa
8
00
(5]]
(5]]
(5]]
(5]]
(5]]
(5]]

00
00
00
65
61
65
00
00
94
94
00
43
63
VE]
74
00
00
b3
b3
00
49
6f
64
S5e
05
05
00
00
74
61
00
00
00

00
00
10
00
00
00
00
00
90
90
00
00
00
00
00
00
00
90
90
00
00
00
00
00
03
03
00
00
00
00
00
00
00

5]]
00
(5]
63
73
6cC
00
00
42
42
00
6cC
6f
73
61
00
00
42
42
00
6e
6cC
00
5]]
42
42
00
00
74
74
02
00
00

00
00
00
00
00
00
00
00
ca
ca
00
00
00
00
00
00
00
Cca
ca
00
00
00
00
00
ca
ca
00
00
00
00
00
00
00

00
00
00
6t
VE
65
01
01
dé
dé
00
69
76
77
74
01
01
dé
dé
00
64
75
00
00
dé
dé
00
00
69
00
00
00
00

00
00
00
00
00
00
00
00
o1
01
00
00
00
00
00
00
00
01
o1
00
00
00
00
00
o1
01
00
00
00
00
00
00
00

ff
(5]]
19
76
77
74
90
17
5a
(5]]
(5]]
65
65
6f
69
78
f2
Oe
50
20
65
6d
26
24
7a
e6
0c
Qe
6e
(5]]
ff
(5]]
(5]

ff
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00
00
00
00
00
06
7b
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00
00
00
00
00
74
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00
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00
00
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8
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00
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00
ff
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00
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00
78
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00
05
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00
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00
ff
00
00
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e
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e
90
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10
00
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00
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e
e
e
e
e
00
03
90
e
00
e
00
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00
00
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64
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42
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00
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47
00
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00
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00
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00
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00
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74
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doanrnoson 3anncu
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atpnoyTtbl $FILE_NAME
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OCTATO4YHYHDbIE JAHHDIE
B MHOEKCHDbIX SAINMNMCHX

File record /Users/Public/Music

Slack /Users/Public/Music/pw.txt

Slack /Users/Public/Music/Sample Music
Slack /Users/Public/Music/SAMPLE~1

Slack <Unknown, likely the same as above>/<Can be partially overwritten or start
with a wrong character>ipsec_<ypaneHo>.zip

File record /Users/Public/Music/Sample Music
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CUMJIIbHASA OPAITMEHTALIMA SMFT

«  JTrobon parn MoxeT OblTb dparMeHTUpoBaH, B T. 4. SMFT.
« Anroputm yteHus SMFT oTnuyaeTtcs oT crnyyaes ¢ Apyrumun doannamum:
o $MFT onucbiBaeT cebq;

o YT0oObI NpoYnTaTh BTOPOK doparmeHT SMFT, Hy)XHO npoYnTaTh NepBbI doparMeHT
SMFT (M T. 4.);

O TaKux utepauui MoxeT OblTb MHOIO...

CIOADAS



CUMJIIbHASA OPAITMEHTALIMA SMFT

The DFIR-ORC tool can't parse an extremely fragmented $SMFT file #16

$ATTRIBUTE _LIST Attribute Values: QDD o overis s o s 19,2020 -6 commns

Type: 16-0 MFT Entry: © VCN: ©

Type: 48-3 MFT Entry: © VCN: © st commentod on Mar 15, 2020~ edied « = | assignees
Type: 128-6 MFT Entry: © VCN: © A sample fle system image: hitpe./mega. sk e Xo e @ ioautieranssi
Type: 128-0 MFT Entry: 15 VCN: 18067970 @ester
Type: 128-0 MFT Entry: 34799618 VCN: 41006314 - ko et e oo e s
Type: 176-0 MFT Entry: 16 VCN: © i

Type: 176-0 MFT Entry: 17 VCN: 708

Type: 176-0 MFT Entry: 18 VCN: 1416

Type: 176-0 MFT Entry: 19 VCN: 2124

Type: 176-0 MFT Entry: 20 VCN: 2832

Type: 176-0 MFT Entry: 21 VCN: 3540

Type: 176-0 MFT Entry: 22 VCN: 4248

Type: 176-0 MFT Entry: 34799617 VCN: 4956

Type: 176-0 MFT Entry: 34799619 VCN: 5664
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TEHEBDbIE KON B OMITAVHE

CueHapum c akcnoptoMm NTDS.DIT yepes TeHEBYHO KOMUIO:

* CcO3JaeM TEHEBYIO KOMUIO;
* kKonupyem 3 Hee NTDS.DIT,;

* yaansieM TEHEBYHO KOTMMUIO.

YTO CnydmrioCb C 3TOMN TEHEBOU KOINvMeEm?
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TEHEBDbIE KON B OMITAVHE

TeHeBada Konus BCe elle CyLeCTBYET, HO OHa OTCYTCTBYET B BbIBOAE
«vssadmin list shadows».

« OTO OTMEeTKa «ohnamHy».

* TeHeBble KONuu, oT KOTOPbIX 3aBUCAT ApPpYyrne TeHeBble KOMun, He yaandarTCA,
HO CTaHOBATCA HEBUOANMbBIMMN.

Tom
- (Tekywee cocTosiHMe)

TeHeBas Konusa, ctapas
(pasHnua c HOBOW TEHEBOW KOMUEN)
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msuhanov

f (Math.Abs( <= 3 ning ength -

Ifthe remainingData.Length - actual ndition is met, the deleted item isn't processed. This con
true for a valid deleted key/value I 2en merg receding g cell is splitto |
, s0 the deleted key

an example (this is the ¢ \ 2 D, es applied):

Edit View Grammar Script Window Help

J40+4+4+1

Go To Position

0x832590 A 63
Ox8325A0 A8 B 03 [AB]BE 6
Ox8325B0 o]0 2 PO 00 FF FF F
Ox8325C0 it =
0x8325D0 4
Ox8325E0
Ox8325F0 4F
Ox832600
0x832610
Ox832620
0x832630
0x832640
Ox832650
0x832660
0Ox832670 ©
Ox832680 4
0x832690
Ox8326A0
Ox8326B0
0x8326C0O 44
0Ox8326D0 £ ! c.i
0x8326E0 : 00 ¢ . Sotatiea
Ox8326F0 S 2 v €. ¥ -1 01:40:02.904614
0x832700 63 00 &f D 6 C.K...d. e ut"C,
0x832710
0x832720
Ox832730
0x832740
0x832750
Ox832760 1A 00 00 0 C ¢ e st Rens 1 i s Deleted key
Ox832770 5F SF 5F 5F 43 4( 6 3 A SH in question
Ox832780 5 4
CIOADAS 0xB32790

Ox8327A0 F
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