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PeanbHO nu ngeanbHoe paccnenoBaHue?
bbicTpo - KayectBeHHO - ABTOMaATU3UPOBAHHO

CnenyweHko Oner AHapeeBuy
Beaoywuin aHanntnk RT Protect SOC
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CoBpeMeHHble TeHaAeHUNM

—>o PaclwunpeHune pasHoobpasund
(o)
o0 WCMnosb3yeMmblix ansg HanncaHma BlIlO

Y CNOXHEeHNEe apXUTEKTYpPbI

Bcé 6onee CNnoXxHble cCoOLuMOTEXHNYECKNE
ﬁ aTaku, 4YTo TpebyeT NoBbILLEHUS
ocBegoM/IEHHOCTU 006 MHJOPMALIMOHHON
6e30MacHOCTMN OObIYHbIM PabOTHUKAaM

: PocT akKTMBHOCTU rpynnMpPOBOK CBA3aHHbIX
' C OHOW U3 CTOPOH KOHMINKTA

l HHdopMaueHHaR
I | BesonacHoCTL

A3bIKOB NPOrpPaMMUPOBAHUSA N TEXHOOMUA.

2kcnnyartauna Zero-Day ya3BuMocCTen

@ [loBbIlLeHNe TpeboBaHUN
K 3aLLUNTE KOHEYHbIX TOYEK

HoBeilwine atakm n TeXHUKHU
MOryT NO3BO/IUTb
3/10yMbILUWNEHHUKaM o6xoauTb
cOoBpeMeHHble cpeAacTBa
3alKnTbl peasibHOro BPEMEHMU,
MOKa OHM He CTaHyT
AOCTOAHUEM
o6LEeCcTBEeHHOCTU, HO K TOMY
BpemMeHu byaeT yXxe nosgHo.



HeobxoanmocCTb

— Ykas 250: TunoBoe TexHn4eckoe
3aaHKMe Ha BbIMO/THEHME PAabOoT Mo
OLIEHKE YPOBHS 3aLUNLLIEHHOCTU
MHPOPMALIMOHHOW

MHPPACTPYKTYpPb

[Tonck ycnewHbIX cneaoB
KoMnpomMeTtauum MHPOPMaUMOHHON

MHPPACTPYKTYpPbI
310YMbILW/TEHHUKOM

— ABTOMAaTU3aUMUA MPoLIEecca
aHaM3a onga KpPynHbIX
opraHumsauunmn

KaK MOHATb, UTO TBOS
MHPACTPYKTYpa B3/1OMaHa

l MHcbopmaLumoHHan
I I 6e30MnacHOCTb



Compromise Assessment vs MOHUTOPUHI
e o g

[1poakTnBHO — EDR, [lpoLiecc aHanmnsa: cHa4ana > Icnonb3oBaHMe gaHHbIX 00
PetpocnektneHo — CA CA, NTOTOM MOHUTOPWUHI aKTyanbHbIX yrpo3ax c Tl

<4 — [Npolwinbie yrposbl byayuwue yrposbil —

NoCcTOAHHBIA MOHUTOPUHI
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Compromise Assessment — peTpoCcneKTUBHbI

PeTpocnekKTUBHbIXA aHaNns3 e A GpACTOTYDY Ha rpeaer
—’» kKomrlpomeTau,vu/l

v,

Compromise Assessment Bk/to4vaeT B ceb6a cOOp AaHHbIX C KOHEYHbIX CUCTEM, UX OOpPabOoTKy U
OanbHEULNW aHanus.

JlaHHaa npoueaoypa ABASAETCA O4YeHb KOMIIEKCHOW W 3aHuMMaeT O60/blioe KOMYECTBO
BPEMEHN 1 Tpyao3aTpar.

BO3MOXHO I ONTUMN3NPOBATb U aBTOMaTU3NPOBAaTb AaHHbIAN MPOLLECC, HE NMOTEPSAB MPU 3TOM B
Kayecrtese?

BapunaHTbl pelleHuUs:

D00 Asromatnsaums npouecca c6opa 5] ABTOMaTM3aUNA NPOLECCoB
kq\l'vj NAHHBIX N HopMann3aumm n oboraleHnd
— OAHHbIX
OnTMMmMsaLma NCnonb3yeMbiX
OnTuMmn3launs npoLecca
MHCTPYMEHTOB B 3aBUCUMOCTM OT TOYEK
aHanM3a cobpaHHbIX AaHHbIX
cbopa
PT

=

HcdopmaumoHHan
e30MacHOCTb
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Knaccunueckue sapaum DFIR

C60p AaHHbIX

® [lpouecchl

® PannoBasa cucrtema
® PeecTp

® CeTb

® Afpeca B namMaTu

® [lonb3oBartenu n rpynnol
® >KypHarnbl

® ABTO3arpysku

O6HapyXxeHue

loC/IoA

BoiaBneHune cnepoB u TTP atakyowmnx

Threat Intelligence Platform

OborauieHne cobpaHHbIX gaHHbIX (IP- agpeca,
DNS- XXypHarnbl, akTUBHblIE COeANHEHUSRA, X3LL-

3Ha4YeHuns hannoB 1 Npoyee)

Koppenauuna AaHHbIX

Co6paHHble faHHble KoppenupyoTca ang
BbIAB/IEHNA aHOMAa/IbHbIX NATTEPHOB

AHanus

[MpoBegeHne rnybokKom aHaIUTUKK
cneumanmctamu SOC

LJ

PesynbTar

HokasaTtenbcrBa komnpometauum VC

0000000 — 00000 OORFIROODOGOOGOOGOOGOOOOS



Knaccunueckue sapaum DFIR

r

OnpepeneHue UcnosiblyemMbix
MHCTPYMEHTOB B 3aBUCUMOCTH
OT OCHOBHbIX TUMNOB
KOHEYHbIX CUCTEM

dopmupoBaHue
pas/InvyHbIX COOPOK
UHCTPYMEHTOB U3BJ/1Ie4YeHUS
AAHHbIX

- HOpManusauum

L

NpoBeaeHune cbopa,

U aHAa/IN3a AaHHbIX

0000000 — 00006 00 RETROCCOCC;OC



dTanbl PeTPOCNEeKTUBHOIO aHasnIM3a E]

MHPPACTPYKTYpbI
— P>

LleHTpann3oBaHHbLIN O6orauieHune Busyannsauuns v
3anycCK areHTa COOpaHHbIX AaHHbIX Npu aHann3 cobbITUIN Ha
cOopa AaHHbIX nomoLm Tl-nnatdhopm BPEMeHHO LLKane
Bel
8 o— 11l @)
__ ooy B _ @ —
e 1] —
% o— 1l </@ DI:II D
> 5 l
BbiaBneHue [lepenaya dopmMupoBaHume
PeAatd, Koppenaumna PMVP
KPUTNYECKUNX y3I'ICiB HopMannsauma u NONYUYEHHbIX oTyeTa
MH(POopMaUNOHHON o6paboTka AaHHbIX

OAHHbIX
MHPPACTPYKTYPbI



MeToaAnKMN aHaNMN3a KOHeYHbIX ToOYeK

5EEv|| MeHepaums ' Yrny6neHHbIn aHaNn3 KOHEYHbIX
: O

TT~ VHUMAEHTOB U3 O ToYek, y4acTBYIOLMUX B

cob6paHHbIX AAaHHbIX MHUMOEeHTaX
e CUrHaTypHbIN aHann3 oan/ioBOMN CUCTEMbI U e XypHanel OC
NaMATU NMPOL.EeCCOB .

NMHdhopmaumm o dhan1oBon cucTteme

* Koppenauua noros e VHdopMaLma o npoLeccax, cepBmucax,

e CTAaTUCTUYECKUIA aHaNN3 AaHHbIX CO BCEX AKTUBHbIX CETEBbLIX COeANHEHUSAX
CUCTEM, NOUCK aHOMan e /IcTOpUA aKTMBHOCTU MPOLECCOB

e TuUNMYHbIe MecTa 3akpenneHus BIO M NOJIb30BAaTE/IbCKNUX CECCUI

e O6oraweHne cobpaHHbIX gaHHbIX C NMOMOLLbIO e Cpabotkmn c C3U

Threat Intelligence

l UHcbopmaumoHHan
I I 6ezonacHoOCTb



BbiOOp MHCTPYMEHTOB
e EEEE——

WEB-Server Analysis Persistence

Artifact collection
DFIR Tools Live memory acquisition

Log Analysis

File Analysis

aaaaaaaaaaa



PekoMmeHAyeM O3HAaKOMUTHLCA

TOP-10 KpUMUHAINCTUYECKUX Ton-10 apredpakTos Linux ans
apTeraKTOB Windows npw paccineaoBaHNA MHUNWOEHTOB

paccineaoBaHNN NHUMNAOAEHTOB



UHcTpyMeHT cbopa Triage

~ GOLANG_PROJECT
- wscode

~ builder |
: ¥ |ournals
v builded -'

r. .tl i ¥

> logger
> mover
+ Source

» network

¢o builder.go

s orchestrator
w cmd

cmd.exe - privileges
60 cmd.go + runne
» searcher

password.txt

 Yarascanner

» signature-base

- archiver

- argsparser GO Yarascanner.go
w Cleaner » Zipcontext
6o cleaner.go go.mod
- config go.sum

- emed

|lIIL F’T' % tools
NHdopmaumoHHan

GO emed.qo

I I 6e3onacHoOCTb -

launch.json




Cl/CD gna Triage-areHra

Pipeline Triggerer

() passed | AppCompatCache gathering implemented.
® 00:03:10 #1370 ? N L —— f}

B 1 month ago

Elg_le-lob-wmdows S @ E)gli"c:!-lob-all

l MHcbopmaLumoHHan
I I 6esonacHocTb



3T1an noaAroToBKM
e o

PT
E] S \ ’ GitLab

3anpoc Ha npoBegeHne CA Cb6opka Triage-areHTa



PetpocnekTuBHbin aHanus3 u Threat Intelligence
I 0

[locTaBKa aKTyaslbHbIX MHONKATOPOB
KOMNpoMeTaunn Npu peTpocnekTMBHOM aHanmse

IOC

Triage-areHT ¢ -
C6opka PeTpocneKkTnBHbIN
Triage-areHTa Cl/cD e aHanms
Habopom

.
L

87 U
[¢]

chopmaLmoHHan
nacHoCTb



3T1an noaAroToBKM
—_———— )

| =
QP Gitlab " L. Protect TI

Cb6opka Triage-areHTa TI-Feeds
A

l MHdopmaunoHHan
I I 6e30nacHoOCTb

3anpoc Ha npoBeaeHne CA



AHanuns sBcex xawen? Her...
—_— PP

PE-aiin

DOS Header
DOS Stub

NT Headers
— PE CurHaTtypa

— File Header
— Optional Header

Section Headers

Sections
— .text
— .data
— .rdata

ML-moaenb
aHaNn3npyerT
3aro/10BKU
NCMOTHAEMbIX

3anncbiBaem
pes3ynbTaT B
JSON n

Konunpyem dann
B apxuB

|
BpeaoHOCHbIN? —>.




[Tonck naponeun B oTKpbITOM Bnae? [la!

3anncbiBaem
pes3ynbTaT B
JSON n

CurHaTypHbIn
NOUCK hanioB C
YyBCTBUTENMbHbIMU

HAHHBIMY KOMUPYEeM dhans

B apXuB

OalinoBad cucrema

: Copepxwur \ /

. OaHHble?
Windows




oT1an coopa aptedakToB
—>h)

Noaroroeka C60p KpMMMHaANUCTU4YECKnX aptecakros

€ PT o @ 0
v " Vipopseuronnas “ GitLab
L >

3anpoc Ha Cb6opka Triage-
\ npoBegeHne CA / \ areHra /
A

CJ RT

U
& —

Tl Feeds

.



Pe3synbtaTt paboTtbl Triage-areHta Ha Linux
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RT-RETRO-GO V.1.06. 2024 @RT-(S
Retrospective analysis tool for forensic investigation

**xx "Timeo Danaos et dona ferentes™ ***=
RT-Retro starts working...
tools/rkhunter/rkhunter.sh
Tool was moved to: /tmp/rt-retro/rkhunter/rkhunter.sh

tools/UAC/uac.sh
Tool was moved to: /tep/rt-retro/UAC/uac.sh

MMM BUUBUBUVEEBUUVBBVUEEVB LV BB HBHU BB HE BB b e
bbb bbb b bbb b b bbb b b b b b bbb b b b b bbb bbb bbb bbb b b

uuuauua&.uuuauuu MHMLMENESS
bbb b b b bbb b b b b b bbbk

l UHcbopmaumoHHan
I I 6ezonacHoOCTb

puter tmp rt-retro-out

COMPROMISED _linux_2024-08-22.zip

COMPROMISED linux_2024-08-22.log

Extract 4+  COMPROMISED_linux-host.domain.ru

{a Location: [/

Name Type
=7 rkhunter Folder

27 UAC B 1884MB  Folder
=7 yara-tool B 24m8 Folder



3arpyska pe3ynbTaToB B 00/1aK0 4yepes

WebDAYV vunun Bpy4Hylo
L 1

BB Bce davnbl >

Mma

rt-retro-result -20240117.zip

9
LJd
3

rt-retro-result-DESKTOP: -20240117.zip

rt-retro-result-DESKTOP- -20240117  .zip

rt-retro-result -NT-20240117.zip

3pecb HeT $annoB

RT-1B Cloud rt-retro-result-DESKTOP -20240117.zip

MonnTuka KoHPMAEHUNANBHOCTH

rt-retro-result: -20240117.zip

rt-retro-result 20240118.zip

l UHcbopmaumoHHan
I I 6ezonacHoOCTb

O
O
0
L
O
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rt-retro-resull 20240117.zip




...vunv no SMB

T —

H B PowerShellHistory_DESKTOP-*.zip

H.B xcyclopedia_DESKTOP-*.zip
H B PowerHuntShares_DESKTOP-*.zip

H B PersistenceSniper_DESKTOP-*.zip

H B loki_DESKTOP-*.zip

H B DESKTOP-+.zip

l UudopmaumnoHHan
I I 6e3onacHoCcTb

H B vSTriage_DESKTOP-*.zip

H B hayabusa_DESKTOP-*.zip

H B Collect-MemoryDump_Dumplt_DESKTOP-*.zip*

H B Collect-MemoryDump_WinPMEM_DESKTOP-*.zip*
H ¥ ir-rescue_DESKTOP-*.zip*

H M hollows_hunter_DESKTOP-*.zip*

Cete 192.168.1.6 » Test_Share

peskTor- | -
&3 oeskor I <UL zip

rt-retro-result-DESKTOP-*.log




oT1an coopa aptecdaKkToB
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MoaroroBka

9
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PT

NHdopmaumoH

6e30nacHoOCTb

3anpoc Ha
\ nposegeHune CA /

N

6 A
“ GitLab

L

Cb6opka Triage-
areHrta

4

A

C60p KpUMMHANUCTUYECKUX apTecakToB

I RT
L J Protect

Tl Feeds

T

\ RT-IB Cloud
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Hopmanusauus

Rt-Retro Linux
0 0 0 32 0

Queued 10 (516.13 MB
In 0(0 bytes) =0
Read/Write 0 bytes / 0 bytes
Out 0 — 0 (0 bvt

APACHE H

Rt-Retro Windows

0 0 0 93

Queued 0 (0 bytes)

In 0 (0 bytes) =0
Read/Write 0 bytes / 0 bytes
Out 0 — 0 (0 bytes)

0 0 0 070

| MuchbopmaumoHHas
I I 6e30nacHoOCTb



Hopmanusaumna Windows
—Pp)

Rt-Retro Windows

0 0»0

Queued

In 0(0bytes) =0

Read/Write  0bytes /0 bytes
0 - 0(0 bytes)

Persistence Sniper Hander

e

Hitp-Logatash Elast

l MHcbopmaLumoHHan
I I 6esonacHocTb



Hopmanusauusa Linux

Rt-Retro Linux
0 0 0 B32

Queued 10 (516.13 MB)

In 0 (0 bytes) = 0
Read/Write 0 bytes / 0 bytes
0 — 0 (0 bytes)

l MHcbopmaLumoHHan
I I 6esonacHocTb



MHTterpauua c Tl

P O6oralieHne gaHHbIX
00 aprtedakTax,
COOpPaHHbIX C KOHEYHbIX
TOo4ekK

OHnaviH
-CepBUChHI

Hosblie IOC IP, Domain, Hash Bepaukr
Tl-nnartdopma
A Bepaukr
IP, Domain, Hash v

IHaHHBbIE C

BcTtpoeHHbIn Hab6op I0C
Triage-
areHToB BcTpoeHHana Koppenauusa

BbifiB/fIeHHble MHOAUNKATOPbI KOMIMpoMeTaLnum



Pe3ynbtat oboraweHusa aptedakToB
e EEEEE— 4 g

artifact . ti_url

destinatiomn. ip

dEEtLﬁEtLDF.pDFt

det.ip

det.port

enrichment . feed

enrichment.info

enrichment . ioc

enrichment.severi

ty

enrichment . verdic
t

https:/f/ti.rt-protect.ru/artifact/ip/6
1.168.194 168

61.716@.194.168

443

61.168.194.168

443

YirusTotal

Mudopmauwa of IP-anpece CoOep®EMTCA E
CTOWNHKEKE IaHHEX VirusTotal

61.168.194.168

a8

Malicious

event.status

network.transport

pProcess.nama

process.pid

retro.host . name

'E:Fﬁ.iH?EEtL;EtL

on.mark

ESTABLISHED

TCF

firefox.eaxe

3,680

null

rE:r:l.c.rg.l-a_E -

retro.source . name

| rewro.Triagsa date

retro.triage . name _EIEIE-'.'I-EIE-—EE.I:L:-

conm.txt

Aug 22, 2824 & @3:89:80.084

PT

l MNuchopmaumoHHan
I I 6e30nacHoCTk




oTan HopMannsauum

.

L

35
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3anpoc Ha npoBeaeHne
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L

\ RT-IB Cloud /

\ 4
@ 2
\ ETL 4
Hopmanusauus
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Hopmanusauusa xypHanos Auditd n WinEvt

Processors iy Import processors

Use processors to transform data before indexing. Learn more. 3

Test pipeline: Add documents

Ingest-Pipeline Hopmannsaunm Auditd

Cete valiie of "event indected" ¢ Il naect tfimectamnlil! # A . . ' et m ot . e
T Set Sets value of "event.ingested” to "{{_ingest.timestamp}}" ¢ g A description of what this pipeline does.

S

retro-auditd

T Pipeline Runs the "retro-security" ingest pipeline & oo

Processors i, import processors

Use processors to transform data before indexing. Learn more.

() Pipeline Runs the "retro-sysmon" ingest pipeline ¢ ooe Test pipeline: Add documents

D

4 Pipeline Runs the "retro-powershell" ingest pipeline ¢ ooo - - : : , :
& ' >E1S value orf event.ingested (0 _ingest.umesiamp;;
q; Plpe"ne Runs the w‘f"l'f‘.f{O";:3"U'v"."'lf“.""?}\h'l'?;|_(ii'}:)‘-f?|"$fi[ifi?”‘(:3? 'l'A‘!'\:_:G":iT. i:)”:?ff“.ﬁ"‘"} &7 ooea <) Set Sets value of "@timestamp" to the value of ;;t,w;[“",*,“;;g‘t_;j;}g:{" Y ooo

St vl ~ ~¥f 'y Tl e "T'I T LIS I= 12 b .
4 Set Sets value of "host.os.type" to "windows" & oo T Set Sets value of "program” to "audit” 2

, _ T Grok Extracts values from "message” that match a grok pattern 2 ooe
() Set Sets value of "host.os.family” to "windows" & ooo

T Key-value Extracts key-value pairs from "auditd.log.kv" and

Ingest-Pipeline Hopmanunsauumn WinEvt (KV)

<) Key-value Extracts key-value pairs from "auditd.log.sub_kv" and splits on ... & see
(KV)

l WHchbopMaLmoHHas T Rename Renames "message” to "event.original" 2 nos

I I 6e30nacHoOCTb

snlits on "“\g(?! /) noo




Koppenauua cobbiTUn BCEMU NpaBuiamm
SOC n co6cTBEHHOU aHA/TIUTUKOW

(Y winlogbeat-* Tags 143 v Last response 3 Vv Elastic rules (645) Custom rules (748) Enabled rules Disabled rules
Le Select all 744 rules Bulk actions v ;) Refresh X Clear filters Updated 17 seconds ago (@ On
Q1 auditd-* Tags 245 w Last response 3 W Elastic rules (875) Custom rules (1229) Enabled rules Disall
Rule
Showing 1-20 of 192 rules Selected O rules  [a Select all 192 rules  Bulk actions ~ = Refresh ¥ Clear filters Updated 34 seconds agg
Remote PowerShell Session From...
Rule Risk score Severity Last run Last response Last updated Motify Enabled
Suspicious Exchange Mailbox Per... Triple Cross eBPF Rootkit Install Commands @2 65 High 6 minutes ago ® Succeeded Nov 28, 2023 @ 1... N a:
Unusual Child Processes of RunD... Network Sniffing - Linux @ 3 5 Low 6 minutes ago ® Succeeded Nov 28, 2023 @ 1... N a:
' ESXi Syslog Configuration Change Via ESXCLI Rule Risk score Severity Last run Last response
Renamed Sysinternals Debug View
Data Exdfiltration with Wget Multiple Hosts With Auth Failure From Ce... @2 73 High 3 minutes ago ® Succee...
Encoded FromBase64String
Steganography Unzip Hidden Information Fro... Unsigned Registry Run Key @2 47 Medium 3 minutes ago ® Succee...
Suspicious Service Path Modifica... _ _
Password Policy Discovery Telegram Detected In MFT @2 21 Low 1 minute ago ® Succee..
Clearing Windows Console History Shell Execution Of Process Located In Tmp Di... KMSAuto Detected In MFT X 21 Low 1 minute ago ® Succee...
Suspicious Compression Tool Par... ESXi Admin Permission Assigned To Account ... Repack Detected In MFT @2 47 Medium 1 minute ago ® Succee...
Guacamole Two Users Sharing Session Anom... Torrent Detected In MFT @82 21 Low 1 minute ago ® Succee...
Clear Linux Logs Mimikatz Detected In MFT @2 99 ® Critical 1 minute ago ® Succee...
l PT Remove Immutable File Attribute - Auditd EXE | DLL | COM | DLL | BAT | SCR | VBSii... @4 73 High 34 seconds ago ® Succee...
UudopmaumnoHHan
6e3onacHoCcTb
' . Sensetive Data Detected In MFT @2 21 Low 16 seconds ago @ Succee...
Alert In Loki Results @2 73 High in 47 seconds ® Succee...




[lpoBegeHune paccnegoBaHus

SeDebugPrivilege Enabled...
Windows Event Logs Clear...
Unauthorized System Tim...
Whoami Process Activity
Windows Defender Exclusi...
Win reg defender exclusion
= System Information Discov...

Mimikatz Use

.l-l - ' En IE- 2 Whoami Execution

First Time Seen Removabl...

‘® Columns L 1field sorted 259 alerts
S Additional filters v Grid view W
[l Fields

- — it 5:-‘
retro-mft-* | retro-usnjrnl-* | retro-logfile-* retro-hayabusa
event.code:4625 AND artifact.description.subjectusername:*

‘endsWith(file.name ".exa") or endsWith (fil e di™ OT artifact.description.subjectusername:*s AR
lendaswWithifile.name,.exe”) or endsWith(file.name,”.dll") . .
' o artiract.description.subjectusername:5Y5TEM

or endsWith(file.name,".scr") or artifact.ti_url:* AND NOT artifact.ti_url:"local" AND NOT event.severity: "0

any where (file.path like~ "*W\AppData\W*\\Temp\\*" and ralro-*

endsWith(file.name,".vbs") or endsWith(file.name ".sys") Threshold -
H T o m LR :-': I-I:rll
or endsWith(file.name ".com"))) '
Mone

Event Correlation

r PT

NHdopmaumoHHan

I I 6e3onacHoOCTb

Results aggregated by retro.host.name >=1




[lpoBegeHune paccnegoBaHus

Value

artifact.description.reason_2.mat tlsess: 'Systemd2hlsass.exe T _43BEcBBNpg1 2ZMHDKLPZ

artifact.description.re )
scrip retro-loki

artifact.description. 2. Yara Rule
_score

artifact.description. 138
Jtimestamp 2823-89-14 13:35:12.8088

artifact.description. cedf48945886d97061ea220T03e8cdefc120Bb928 SHAZSG . 2984120504
53 artifect.description.accessed Wed Sep 13 10:35:88 2823

artifact.severity ALERT artifact.description.file C:\Users\pwned\AppData\LocalTempilzass . DNP
artifact.type FileScan artifact.description.first_bytes 4d44445893a71 1201000000200 R000ERR00EB08 / <

retro.host.name DESKTOP_INFECTED artifact.description. feddb2bb39333e584da557c74c 7 fAcka

-investigation.mark null artifact.description. Wed Sep 13 18:35:18 2823

.Grg.name Organization_name . .
. ? artifact.description. _1.desc LSASS process memory dump names

. S0Urce.name loki_DESKTOP_INFECTED_2823-89-14_17-26-31.log - o
artifact.description. _1.pattern “\1=ass\. [dmp|DMP)

.source.path rt-retro-result-DESKTOP_INFECTED-2823@014/loki_DESKTOP_INFE
artifact.description. _1.score ga
.triage.name rt-retro-result-Organization name
-DESKTOP_IMFECTED-282380914 . zip artifect.description. _1.value File Mame IOC matched

artifact.description. .description LSASS minidump file for mimikatz

NHdopmaumoHHan
6ezonacHocTb

artifact.description. .match mimikatz_lsass_mdmp




oTan Koppensauum n aHanumsa
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Kak nHterpupoBaTtb Kibana u IRIS?

Yepes Apache NiFi
peal'll/l3yeM MHTeran'[/“.O ¢ retro.source.name autoruns.txt
. C IRIS MCHO”bgyFI API ; retro.source.path _-'mal.-"al..1:|:-rl..na.-'aut-:-runz..1::-:t
1 7 retro.triage.date Aug 22, 2824 & &3 :80:868.0848
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Y10 3TO AaeT?

_ _ Q e o s TEAI0R BETKE AUTORMS PEECTPA WINDOMS
[lepBnYHasa Koppenauna gaHHbIX S ComentConraet Control oot
npaBunamm SOC n nx obpadoTtka B @ oo $ o
Kibana no3BongeT noagkNouYnTb
aHaANUTUKOB 1-1 NTNHUKU

Merge into existing case

Noao3PUTENLHO/BPEAOHOCHC . . . : - . .
Q n JII e - E'D‘ ... . This alert will be merged into the selected case. Select the 10Cs and Assets to merge into the case.
w#I0Z - FEAYZ5058-380C-4381-B534-

Select case to merge into *

-

— — HELM System CurrentControlSet Control Session |

[10 oQHOWN KHOMKE NoA03pUTE/bHbIE 1

Mergad 2024-02-03T15:52:33 Unspecifi

coObITnA HanpaenaTca B RIS (0Cs toimport

S— e [“1af09f35964779d47dcb6624dbf57abaf1
OBHAPYXEHA NOAO3PUTENbHA

AW Sa-ala S -AUS0-

#1 - Initial Demo (IrisInitialClient)

AHanntnkun L2-L.3 S
C: Program Files Common Files Microsoft Shared C| Assets toimport
NOAK/TOYAIOTCA A9 aHaMM3a o e
cobbiTum B IRIS nocne nx
nepBn4HOM 06paboTkn Ha L1

SAPETMCTPUPOBAH NOAO3PHUTE [ccalation note

O

MNo description provided

PT Inprogress = [ 2024-01-25T14:41:22 % Medit Case tags
l MHcbopmaLumoHHan

I I 6e3onacHocTb LokiX Type here

v Add alert as event in the timeline




[lpoBegeHune paccnegoBaHus

YcTaHOBNEHUE CBA3EN MeXay COObITUAMMU

[14:41:22] [ALERT] 3aperucTpupoBaH NoAo3puUTeNbHbIN/BPEeAoHOCHbLIV 0OBLEKT Npu arperauum noros S OB % O

2024-01-25 14:41:22.000 pc-10411 (Windows - Computer) © Loki 3 af09f35964779d47dc6624dbf57abafl

2024-02-03

[15:52:33] [ALERT] NoposputensHo/BpegorocHoe MO B BeTke Autoruns Peectpa Windows S OB % -

HKLM System CurrentControlSet Control Session Manager Know I

[14:41:22] [ALERT] 3apervcTprpoBaH Noao3apuTerNbHbIA/BpeqoHoCcHbIN 0BbekT npw S 0 P % £
33000 & arperawum noros

W Loki 3 af0P3I5264779d47 dob624dbiS 7 abaf1

pc- 10411 (Windows - Computer]

2024-02-03

[15:52:33] [ALERT] NoposputeneHo/BpenoHocHoe N0 B BeTke Autoruns Peectpa s 0 B % -

ger KnownDlls

itt-prnsrv0 1 (Windows - Computer) % Autoruns

‘e B BbicTpanBaHune TaMnamHa aTtaku

NHdopmaumoHHan

I I 6e3onacHoOCTb



[lpoBegeHUne paccnegoBaHus
—Ph)

[ eHepaumna oTdyeTa no wab/ioHy

Select report template

Since IRIS v2.0.0, the report generation supports images. Integration of images might fail depending on the situation.

safe Mode can be used to generate the report without them.

&

ibré (English) &

B Generate in Safe Mode

AJMHHKN CTpaTop | ADMUHKA cTpatop

C9° dopmumnpoBaHme rpaha 4encTBMi atakyoLnx

UHdopmaumoHHan

I I 6e3onacHoOCTb



Cpe3 nHcpopmaLLlMOHHON 6e30MacHOCTH
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01:32 Ucnonbsyertcs
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@ Firefox
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Compromise Assessment




YTO nony4vyaeTt UCNONTHUTENDL? L=
D00 AsTomatnsnpoBaHHbIi ™[y ABTOMATM3NPOBaHHbIe
v npoLecc c60pa AaHHbIX =N NPOLIeCCbl HOPMaIM3aLMmn U

oboraweHuna aaHHbIX

. ABTOMATU3NPOBAHHbIN ONTUMN3NPOBAHHLIN U
N npouecc BbidBNEHUS — | aBTOMATU3NPOBAHHbLIN NMpoLecC
apTedakToB N UX aHaNn3a bopMMpoOBaHMNA OTUETA

0000000 — 00006 00 RETROCCCCC;CC



YTO nony4vyaeT 3aKasuvuuk?

NosaABNsAeTCcHd BO3MOXHOCTb 60nee
ornepaTtUBHOINo pearMpoBaHUA Ha UHUUAEHTDbI

N U NPUHATUA MEpP NO TIoKaNn3auuum,

nmKseungaumm m BoCCTtaHOB/1I€HUIO

Heob6xoaAuMble Mepbl MO YYYLUEHUIO

% BO3MOXHOCTb CBOEBPEMEHHO NPUHSATb

NONNTUK 6e30nacHOCTU

L

PesynbTtar

«Cpe3» coctoanusa Nb
CBOEN MHJPACTPYKTYPbI C
TOYKU 3PEHUA HANNYNS
BpeOJOHOCHOW aKTUBHOCTU

TanmnanHbl NnpousoLweaLmnx
aTak C onncaHnem
OOHapy>XEeHHbIX MHUMOEHTOB

PekomeHgauuu no
pearnpoBaHuMIO Ha
OENCTBYOLWME, aKTUBHbIE
Yrpo3bl, @ TaKXe No nx
HegonyLweHno B OyayLlem
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